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AN	OVERVIEW	
	

	
Managing today’s privacy and data protection issues is no easy feat. Hyper-connectivity, mobility, 

big data and analytics, and remote access to enterprise data have revolutionized the way modern 
organizations function. But those same phenomena also have exponentially broadened the privacy 
and data protection exposures companies now must manage. 

Risk abounds at every stage of the information lifecycle, from the creation or collection of 
information, through its use, storage, retention, and its ultimate disposition. Data breach and misuse, 
cyber-crime, and an evolving and increasingly rigorous regulatory landscape are now recognized as 
enterprise-wide concerns. But despite best efforts and increased spending, even the most diligent 
organizations must recognize the fallacy of assuming nothing will ever go wrong. Regardless of 
company size or industry vertical, privacy and data protection mishaps are inevitable. For that reason, 
more and more companies are looking to cyber insurance as a hedge against these relentless risks. 

 
What	is	cyber	insurance?	
 

Cyber insurance can provide much needed tactical and financial support to firms confronted with 
a cyber or privacy incident. This is particularly valuable for small and midsized firms that many not 
be well equipped to survive such a mishap. Generally, a cyber policy’s first-party coverage applies to 
costs incurred by the insured itself when responding to a covered cyber event. Third-party coverage 
responds to claims and demands against the insured arising from a covered incident. 

 
First-party	coverage.	First-party coverage can be triggered by a variety of events, including the 

theft or disclosure of protected information, malicious destruction of data, accidental damage to data, 
IT system failure, cyber extortion, viruses, and malware. First-party coverage is generally available 
for legal and forensic services to determine whether a breach occurred and to assist with the 
aftermath—for example, complying with regulatory requirements, notifying affected employees 
and/or third parties, covering network and business interruption costs, repairing damage to digital 
data, and protecting the insured’s reputation. 

 
Third-party	coverage.	Third-party coverage can be implicated in a variety of ways, including by 

claims and law suits against the insured for breach of privacy, misuse of personal data, 
defamation/slander, or the transmission of malicious content. Coverage is available for legal defense 
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costs, settlements costs or damages, regulatory fines and penalties, and electronic media liability, 
including infringement of copyright, domain name and trade names on an internet site. 

 
New	cyber	 coverages.	Just as cyber risks have continuously evolved, so has cyber insurance 

coverage. Recent policy iterations offer protection against a wide range of today’s most vexing cyber 
threats, including cyber extortion, social engineering, senior executive losses, corporate identity theft, 
“bricking” of corporate electronic devices, and contingent business interruption. Some of today’s most 
innovative new coverages are discussed in more detail below. 

 
Challenges.	Unlike many other more traditional lines of insurance, there is no standard policy 

form for cyber insurance. More than 150 insurers currently sell cyber coverage, and each has its own 
policy form, utilizing its own, unique policy language. This creates challenges for companies trying to 
compare one cyber insurance policy with another. For example, two forms may use the same terms, 
such as “security event” or “regulatory investigation,” but they will define those terms differently, 
creating significant differences in the scope of coverage provided. Nevertheless, because the cyber 
insurance market is quite competitive, insureds often have the ability to shop around for and 
negotiate more favorable coverage terms. 

 
Applying	for	cyber	coverage	
 

Although there is no standard cyber policy application, insurers often ask for similar types of 
information from a prospective insured, including financial and business information (such as assets 
and revenues), the number of employees and planned merger and acquisition activity. In addition, 
cyber applications typically inquire as to the types and volumes of data handled or maintained, 
employment of cyber security and privacy personnel, existing network security programs and 
practices, prior security and privacy incidents, awareness of facts or circumstance that could give rise 
to claim, and more. 

 
Care should be taken to accurately complete the application, which will become part of the policy 

if one is issued. It may be necessary to seek input from a variety of inside and external stakeholders, 
such as IT vendors and consultants, in order to provide accurate and complete answers. It’s crucial to 
remember that inaccurate information provided in the application may jeopardize coverage if a claim 
is later tendered under the policy. 

 
 

Getting	the	right	cyber	policy	
 

As highlighted above, there currently are no standardized cyber insurance policy forms. Policy 
terms, such as grants of coverage, exclusions, and conditions, can vary wildly, and numerous coverage 
options typically are offered. In many instances, policies contain tailored or “manuscripted” 
provisions agreed to by the insurer and the insured during the policy negotiation process. 
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The lack of standardization means that companies need to be proactive to ensure that the cyber 
policies they purchase are appropriate for their specific cyber risk profile. For example, if a company 
entrusts data to third parties, it will want coverage for that third-party risk. If it maintains an active 
social media presence, it will want media liability coverage. And as more regulations are enacted 
around cyber security and data-handling practices by regulators across the globe, obtaining 
comprehensive coverage for a wide variety of regulatory violations (not just security breaches) and 
fines is increasing in importance for many companies. Given the complexities of today’s cyber 
insurance market, entities are encouraged to work with knowledgeable insurance professionals to 
assist with procurement of appropriate coverage. 

 
Avoiding	cyber	insurance	pitfalls	
 

It’s important to remember that a policyholder’s work is not finished once it has purchased a 
cyber policy. The insured needs to be cognizant of the representations it made to the insurance 
company in connection with procurement of the policy and understand the affirmative obligations 
imposed by the terms and conditions of the policy. Failure to do these things may put coverage at risk 
in the event of a claim. Some of the key issues to keep in mind are highlighted below. 

 
Representations	made	to	the	 insurer. Extreme care should be taken to accurately complete the 

application. Inaccurate answers may jeopardize coverage if a claim is later submitted. For example, 
XYZ Law Firm states in its application response that it always encrypts protected data, and an insurer 
issues a policy relying on XYZ’s representations. If XYZ were to be hacked during the policy period, 
resulting in the theft of unencrypted protected data, coverage may well be at risk. Similarly, if Firm 
ABC represents that a qualified attorney approves all website content in advance of publication and 
disparaging claims against a competitor are later posted on ABC’s website by an unsupervised 
employee, coverage for the competitor’s claim may be affected. 

 
The application also may require the prospective insured to provide updated information before 

a policy is issued if any responses in the submitted application are no longer accurate. Failure to do 
so may provide a basis for the insured to later amend the issued policy, which may affect the coverage 
afforded to a claim. 

 
Notice	of	claim	conditions.	Cyber policies routinely contain explicit provisions concerning how 

and when an insured must provide the notice of a claim. Depending on the exact policy wording, 
factual circumstances and applicable law, an insured’s noncompliance with a policy’s notice condition 
may provide grounds for its insurer to deny the claim. 

 
Cyber insurance notice conditions are anything but uniform. For example, one cyber policy 

requires notice after an “Executive Officer” becomes aware of a claim, while another policy is much 
broader and requires notice when any of the following people learn of a claim: 

 
President;	 members	 of	 the	 Board	 of	 Directors;	 executive	 officers,	 including	 the	 Chief	

Executive	Officer,	Chief	Operating	Officer,	and	Chief	Financial	Officer;	General	Counsel,	staff	
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attorneys	 employed	 by	 the	 insured	 organization;	 Chief	 Information	Officer;	 Chief	 Security	
Officer;	Chief	Privacy	Officer;	Manager,	and	any	individual	in	a	substantially	similar	position	
as	those	referenced	above,	or	with	substantially	similar	responsibilities	as	those	referenced	
above,	irrespective	of	the	exact	title	of	such	individual	and	any	individual	who	previously	held	
any	of	the	above	referenced	positions.	

 
	As these two examples demonstrate, the obligations imposed on the insured can vary greatly 

from policy to policy. Insureds therefore are urged to understand the specific mandates of their policy 
and implement internal processes to operationalize those requirements. 

 
Prior	 consent	 and	 panel	 requirements.	Cyber policies often require the insured to obtain the 

insurer’s consent before expending funds in connection with a covered event. For instance, insurers 
routinely mandate that the insured obtain the carrier’s “prior written consent” in advance of incurring 
costs to respond to a breach, claim, or ransom demand. 

 
Insureds also should be aware that some cyber insurers specify that the insureds must use 

preselected “panel” professionals, including attorneys, forensic specialists and notification firms. It’s 
critical for policyholders to know their carrier’s specific requirements in that regard in advance of 
suffering a cyber incident and expending funds to retain non-panel service providers. 

 
Final	Thoughts	
 

Cyber insurance can provide a lifeline for companies dealing with today’s vexing and relentless 
privacy, security, and compliance risks. Companies are encouraged to carefully consider their unique 
cyber risk profile and obtain the best cyber coverage to suit their needs. 
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CYBER	INSURANCE	IS	NOT	
JUST	FOR	DATA	BREACHES	

 
Several years ago, a series of massive and highly publicized retail data breaches took the issue of 

cyber security out of IT circles and inserted it into the mainstream news, cocktail party banter, and 
corporate board agendas. Those breaches also served to introduce the concept of cyber insurance to 
a much wider audience. Interest in and uptake of cyber insurance began to grow, largely driven by 
the breach response services (including incident response, forensic investigation, notification and 
credit monitoring costs) and class action lawsuit defense coverage available under those policies.  

 
Although cyber policies still provide tremendously valuable coverage for breach events, they’ve 

come a long way since then. Recent iterations of cyber policies go far beyond data breach coverage 
and offer protection against a wide range of the most vexing cyber threats affecting companies in 
every business sector.  

 
Additional	Coverages	
 

Some of the key cyber exposures for which coverage may be available are: 
 

• Cyber	Extortion 
 

Coverage is generally available for ransomware payments, as well as for other types of cyber 
extortion, such as threats to publicly disclose protected information or to interrupt computer 
systems. Some insurers also will assist with obtaining digital currency to pay ransom demands. 

 

• Social	Engineering 
 

Some insurers offer coverage under cyber policies that expressly applies to social engineering 
attacks that result in the transfer of company funds to unintended third parties.  

 

• Coverage	for	Senior	Executive	Losses 
 
At least one insurer provides coverage for identity theft and theft of funds from personal bank 

accounts of executive officers resulting from a third-party breach of the company’s network security.  
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• Corporate	Identity	Theft 
 
Coverage may be available for losses incurred as a result of fraudulent use of the company’s 

electronic identity, including the establishment of credit in the company’s name, electronic signing of 
the contract, and the creation of a website designed to impersonate the company.  

 

• Contingent	Business	Interruption 
 
Some insurers offer coverage for loss of business income, forensic expenses, and extra expenses 

sustained as a result of the interruption of the insured’s business operations caused by an 
unintentional and unplanned interruption of computer systems operated by a third-party business 
that provides necessary products or services to the insured pursuant to a written contract. This 
coverage can be especially valuable for companies operating in today’s digital and interconnected 
economy.  

 

• Telephone	Hacking 
 
Companies may be able to obtain coverage for losses resulting from the hacking of their telephone 

system, including reimbursement of costs for unauthorized calls and use of the company’s 
bandwidth.  

 

• Management	Liability	 
 
Coverage may be available for senior executive officers if they are sued in connection with a 

covered cyber event.  
 

• Bricking 
 
Although cyber policies typically exclude coverage for damage to tangible property, some carriers 

have introduced endorsements that are triggered when a hacking event causes the “bricking” (loss of 
use or functionality) of the insured’s computer hardware or electronic equipment by maliciously 
reprograming the software installed on that hardware or equipment. Bricking coverage applies to the 
costs to repair or replace the affected hardware or equipment when it would cost more to reinstall 
software. 

 

•  Consequential	Reputational	Harm	
 
Some carriers are offering coverage for lost profits associated with the loss of current or future 

costumers because of reputational damage resulting from a covered cyber event. The lost profits must 
have been incurred during a “reputational harm period,” a designated window of time following 
discovery of the cyber event. 
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• Loss	Adjustment	Costs 
 
Calculating the costs associated with a system damage or business interruption insurance claim 

can be complicated business, particularly when costs must be allocated to an uninsured waiting 
period designated in the policy form. Some cyber carriers are providing coverage for the cost to retain 
professionals, such as forensic accountants, to assist the insured in the calculation of its financial loss. 

 
• Invoice	Manipulation	Loss 
 
Many insurers are now offering coverage specifically designed for phishing attacks and other 

schemes to trick the insured company into transferring funds to a fraudster instead of to an entity to 
which the insured owes money. Now, at least two insurers provide coverage to companies that have 
been unable to collect payment for their goods and services as a result of an “invoice manipulation 
loss.” Invoice manipulation means the release or distribution of a fraudulent invoice or payment 
instruction resulting from a security or privacy breach. The policies generally cover the insured’s net 
cost to provide the goods or services, exclusive of profits. 

 

• Corporate	Identity	Theft 
 
Coverage now is offered by some carriers for financial loss resulting from the fraudulent use of 

the insured’s electronic identity, including the establishment of credit in the insured’s name, 
electronic signing of contracts, and creation of a website designed to impersonate the insured. 

 
Final	Thoughts		
 
Cyber insurance isn’t just for companies with large amounts of credit card data. Cyber 

coverages are constantly evolving to address emerging cyber risks from which no company is 
immune. But keep in mind that not all the innovative coverages discussed above are offered by all 
cyber insurers, and some insureds may not qualify for all coverages. Sublimits, retentions, and the 
precise policy terms and conditions for each coverage should be carefully reviewed. It’s also 
important to note that some carriers offer similar coverages to those described above, but they may 
use different terminology to describe their own coverage grants. 

 
Companies are urged to stay updated about the continual evolution of cyber insurance 

policies and to frequently evaluate their coverage in light of new insurance offerings, emerging cyber 
exposures, and their entity’s cyber risk profile. 
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A	CLOSER	LOOK	AT	
SOCIAL	ENGINEERING	

COVERAGE	
 
As social engineering attacks continue to proliferate, insurers are responding with specialized 

coverages to provide specific social engineering coverage. These coverages often are available as 
endorsements to Cyber, Commercial Crime, or Fidelity policies. Endorsement may be titled “Social 
Engineering,” “Fraudulent Funds Transfer,” “Fraudulent Impersonation,” “Business Email 
Compromise,” or something conveying a similar meaning.  

 
While the development of this additional coverage generally is a positive development, insureds 

should not judge the adequacy of the coverage simply by the name of the endorsement. It’s critical to 
carefully examine the exact wording of the endorsement to see if it provides the most appropriate 
coverage for their business needs. 

 
Limitations	on	the	Type	of	Fraud	
 

Some endorsements cover a loss of funds resulting from a fraudulently induced transfer, but only 
if the fraudulent instruction was purportedly transmitted by a corporate insider. For example, under 
one endorsement, the fraudulent instruction had to have been “transmitted by a purported director, 
officer, partner, member or sole proprietor of [the insured] or other employee, but which was in fact 
fraudulently transmitted by someone else with [the insured’s] or [the insured’s] employee’s 
knowledge.” 

 
This coverage, therefore, would not respond to the common situation in which the fraudulent 

instruction is sent to the insured by a fraudster impersonating a vendor, client, business partner, or 
other third party. 

 
Imposition	of	Controls	
 

Social engineering coverage under some policies will not be triggered unless the insured can 
demonstrate that it followed a series of delineated steps to verify the transfer request prior to the 
transfer of funds. Critics of this type of coverage question its value, stating that in most circumstances, 
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adherence to the prescribed requirements will expose the fraud before the funds are ever 
transferred. And an insurer may well dispute coverage when an employee negligently fails to follow 
the required protocol.  

 
  Broader	Coverage	
 
Coverage for social engineering events without direct imposition of related security controls is 

available. For example, one policy contains the following Funds Transfer Fraud coverage: 
 
“We agree to reimburse you for loss first discovered by you during the period of the policy as a 

direct result of any third party committing: 
 

* * * * * 
Any phishing, vishing, or other social engineering attack against any employee or senior executive 

officer that results in the transfer of your funds to an unintended third party. 
    

Final	Thoughts	
 

As with coverage for many emerging cyber risks, the devil is certainly in the details when it comes 
to insurance coverage for social engineering losses. Companies are urged to carefully review any 
proposed social engineering coverage provisions to understand any coverage limitations and 
policyholder requirements and to negotiate for broader coverage when possible. 
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COVERAGE	FOR	PRIVACY	
AND	CYBER	REGULATORY	

EXPOSURES	
 
As new and comprehensive privacy and cyber regulations continue to proliferate across the 

globe, today’s corporations should careful consider whether their cyber insurance policies cover 
claims for regulatory investigations, fines, and penalties. Although that determination requires an in-
depth review of the specific insurance policy at issue, the good news is that some cyber insurers are 
now providing more expansive regulatory coverage than ever before. Insureds, however, must know 
where to look. Here are some key issues to keep in mind when reviewing a policy for broad regulatory 
coverage. 

 
Go	Beyond	the	Headings	in	the	Insurance	Policies	

 
Cyber insurance policies typically include some form of “Regulatory” coverage, but the devil is in 

the details. Not all regulatory coverage is created equal. For example, the policy may limit coverage 
to regulatory claims arising from alleged violations of only US federal and state regulations. As more 
US companies face exposures arising from foreign regulations, this type of coverage would not 
provide comprehensive global protection to the insured. 

 
In addition, the regulatory coverage in some policies is triggered by regulatory actions arising 

only from data breaches and security events. Although these are no doubt two significant exposures, 
many of today’s privacy and cyber regulations contain requirements going far beyond those two 
issues. For example, the GDPR contains 99 Articles that include mandates concerning the adequacy of 
data subjects’ consent to data processing, limits on how long companies can retain data, the 
appointment of a data protection officer, designation of an EU representative, and many more. It may 
be an uphill battle to obtain coverage for a claim arising out of noncompliance with the vast array of 
GDPR requirements under an insurance policy with regulatory coverage limited to data breach and 
security events. 

 
Even a specific GDPR Endorsement may not provide the kind of compressive coverage that some 

companies may desire. Despite implications that might be drawn from its title, at least one such GDRP 
endorsement specifically applies only to noncompliance with just four GDPR Articles.i 
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Types	of	Information	within	Coverage	
 
One of the groundbreaking features of some recent privacy and cyber regulations -- including the 

GDPR, California’s pending Consumer Privacy Act (CCPA), and New York State’s Department of 
Financial Services (NYDFS) CyberSecurity Regulation -- is how broadly they define the categories of 
data they cover. For example, with some enumerated exceptions, the CCPA protects “personal 
information,” which is defined as: 

 
[I]nformation	that:	identifies,	relates	to,	describes,	is	capable	of	being	associated	

with,	or	could	reasonably	be	linked,	directly	or	indirectly,	with	a	particular	consumer	
or	household.	

This	includes,	without	limitation:	

• identifiers	such	as	a	real	name,	alias,	signature,	physical	characteristics	
or	 description,	 telephone	 number,	 postal	 address,	 unique	 personal	
identifier,	 online	 identifier	 Internet	 Protocol	 address,	 email	 address,	
account	 name,	 social	 security	 number,	 passport	 number,	 driver's	
license	or	state	identification	card	number	or	other	similar	identifiers,	
insurance	policy	number,	education,	employment,	employment	history,	
bank	account	number,	credit	card	number,	debit	card	number,	or	any	
other	financial	information,	medical	information,	or	health	insurance	
information.	

• Characteristics	of	protected	classifications	under	California	or	federal	
law	 (for	 example,	 race,	 color,	 sex,	 age,	 religion,	 national	 origin,	
disability,	citizenship	status,	and	genetic	information).	

• Commercial	 information,	 including	 records	 of	 personal	 property,	
products	 or	 services	 purchased,	 obtained,	 or	 considered,	 or	 other	
purchasing	or	consuming	histories	or	tendencies.	

• Biometric	information.	

• Internet	 or	 other	 electronic	 network	 activity	 information,	 including,	
but	not	 limited	 to,	 browsing	history,	 search	history,	 and	 information	
regarding	 a	 consumer's	 interaction	 with	 an	 Internet	 Website,	
application,	or	advertisement.	

• Geolocation	data.	

• Audio,	electronic,	visual,	thermal,	olfactory,	or	similar	information.	

• Professional	or	employment-related	information.	

• Education	 information,	 defined	 as	 information	 that	 is	 not	 publicly	
available	personally	identifiable	information	as	defined	in	the	Family	
Educational	Rights	and	Privacy	Act.	

• Inferences	 drawn	 from	 any	 of	 the	 information	 identified	 in	 this	
subdivision	 to	 create	 a	 profile	 about	 a	 consumer	 reflecting	 the	
consumer's	 preferences,	 characteristics,	 psychological	 trends,	
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preferences,	predispositions,	behavior,	attitudes,	 intelligence,	abilities	
and	aptitudes.	

 
Insureds, therefore, should examine any potential cyber insurance policy to determine the scope 

of information for which it provides coverage. For example, a policy may limit its coverage to the types 
of data protected under only certain specified laws and regulations, such as US state data breach 
notification laws and HIPAA, which are not as encompassing in that regard as some newer 
regulations. 

 
Fines	and	Penalties	

 
Although cyber policies typically provide coverage for regulatory fines and penalties, covered 

fines may be limited to those that arise only from certain types of regulatory violations. Thus, if a 
policy’s regulatory coverage is triggered only by a data breach or a security event, it likely will not 
cover a fine arising out of some different type of noncompliance claim. In addition, some cyber policies 
provide that fines and penalties are insurable only if the law in the jurisdiction issuing the regulation 
allows for such coverage. This could be an important issue for companies that are subject to GDPR, 
since many EU countries do not permit such coverage. 

 
Even where a policy does not require application of the law of the fining jurisdiction, it will be 

important for insureds to determine if a specific state law is designated in the policy. In the absence 
of an explicit designation, insureds should review policy terms that relate to how the choice of law 
determination will be made in the event of a coverage dispute. Whether or not a specific state is 
designated in the policy, a company would do well to examine this issue before purchasing a policy 
and negotiate for provisions and state designations that are likely to favor broader coverage. 

 
Further, to the extent a fine or penalty is considered punitive in nature, it will be important to 

look for specific coverage for punitive damages. Choice of law considerations are critical in this regard 
as well, since a number of US states prohibit coverage for punitive damages on public policy grounds. 
Again, negotiation for favorable terms concerning this coverage issue before buying a policy is 
strongly recommended. 

 
Take	Away	Thoughts	

 
Insureds that are looking for more complete coverage for the wide range of exposures arising 

under today’s privacy and cyber regulations should consider policies with broad coverage provisions 
concerning: 

 
- Actions by both US and ex-US regulators; 
- Information protected by any US, state, or foreign privacy or cyber security 

regulation; 
- Violations of privacy and cyber laws themselves, as opposed to component parts of 

such laws. For example, a policy that applies to regulatory actions arising out of “an 
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actual  or alleged or suspected breach of statutes and regulations as they currently 
exist and as amended with respect to the confidentiality, access, control, and use of” 
protected information should provide broader coverage than one that limits 
regulatory cov erage to a data breach or security event; and 

- Fines, penalties, and punitive damages coverage grants, along with favorable choice 
of law terms. 
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i The identified articles are: Article 5.1(f), also known as the Security Principle, 
Article 32, Security of Processing, Article 33, Communication of a Personal Data 
Breach to the Supervisory Authority, and (d) Article 34, Communication of a 
Personal Data Breach to the Data Subject. 

                                                                         


