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Cybint SolutionS is one of the nation’s leading providers of cybersecurity 

and cyber intelligence educational solutions. Our portfolio of cyber training 

and education offerings is the result of close collaboration between experts 

in education, military and business. Our commitment to educational partner 

institutions like yours is to provide advanced and specialized solutions that 

meet the unique needs of your faculty and students. 

Knowledge ResouRces foR the ModeRn legal IndustRy
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Real SolutionS foR Real-life ChallengeS

In today’s job market, hands-on skills are fundamental for cybersecurity professionals, however, 

industry employers are struggling to find job candidates with quality preparation to tackle on-the-job 

incidents. Against that backdrop, Cybint Solutions has constructed a comprehensive set of programs, 

including the Cyber Security Analyst Simu-Lab (CSA Simu-Lab), that will not only enhance the hands-

on learning experience for your students, but develop the critical thinking skills to set them apart in the 

job market. Our unique approach to hands-on training comes with multiple features and benefits:

•	 Hands-on Training

•	 Simulated Lab Exercises

•	 Real-Life Lab Scenarios

•	 NICE Aligned

•	 Evergreen Content

•	 Critical Thinking and  

“Soft” Skills 

•	 Faculty Reporting

•	 Student Statistics

•	 Virtual Mentor

•	 Student Chat*

•	 MemoTrainer*

•	 Glossary

•	 Explained Grading

•	 Interactive Videos

•	 Account Manager

•	 LMS Integrations

•	 Custom Learning 

Environment

 

handS-on SkillS development

handS-on tRaining: Research suggests that there will be millions of unfilled cybersecurity jobs 

worldwide by 2020, while studies of the current industry report that 82 percent of the security 

workforce lacks the “real-life” cybersecurity skills necessary for their businesses. The nationally-

recognized NICE Framework, also indicates the need to develop hands-on skills with students to 

begin careers in cybersecurity and other professions. Consequently, a hands-on component is critical 

to your cybersecurity curriculum. Learners of all types benefit through opportunities that allow them 

to perform as well as observe. The CSA Simu-Lab incorporates learning with doing in our real-life 

scenarios and simulated virtual machine exercises. 
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Simulation exeRCiSeS and Real-life SCenaRioS 

viRtual maChineS: Learners will be given access to 

Cybint’s array of virtual machines where they can practice 

and operate cyber and network-related lab exercises in a 

safe contained environment.

Real-life SCenaRioS: The CSA Simu-Lab Suite is 

comprised of a set of lab scenarios founded on real-

life cyber situations relayed in modern-day storylines. 

These scenarios leverage the breadth of the Cybint team 

experiences, transforming some of the most complex and 

major cyber incidents into thought-provoking learning 

journeys for trainees. The goal is for students to feel as if 

they are actually working as a CSA, investigating and mitigating cyber threats and solving problems.

eveRgReen Content and StudentS aCCompliShmentS 

eveRgReen Content: What is cybersecurity if not ever-changing? As educators in this field, we 

understand the importance of providing the most current and accurate information, which is why Cybint 

solutions guarantees continually updated and refreshed evergreen lessons and activities. In addition, new 

content is frequently added as technologies are developed and current events unfold. 

Student pRogReSS: Students participating in the CSA Simu-Lab will have the capability to track 

their own progress while moving through the lab scenarios. The ‘Activities Completed’ bar sits at the 

top of their course screen and is updated in real-time. There are additional progress bars available 

upon request that track other metrics on student experience.
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inStRuCtoR StatiStiCS and ClaSS tRaCking: 

faCulty featuReS: The Cybint Learning Management System (LMS) provides instructor access that 

allows your faculty to view the progress of the learners and high-level statistics. Instructors may also 

control which modules and activities are available for learners and when. Modules can also be adjusted 

to be instructor-led upon request. 

meaningful inSightS: Additionally, learner statistics are available at a more granular level. You 

may view the progress and quiz results by class and individual learner. These metrics include activity 

completion, knowledge retained using results from quizzes and reflections, and efficiency meaning the 

number of times a question has been answered correctly divided by the attempts. Lastly, we provide 

content statistics which let us know which questions were answered correctly or incorrectly on average. 

niCe fRamewoRk and CuRRiCulum mapping 

niCe aligned: We are a National Initiative for Cybersecurity Careers and Studies (NICCS)™ education and 

training provider, with our courses aligned with the NICE Framework.  Our adherence to these standards 

ensures that our education solutions are the latest and most relevant for students and professionals 

pursuing a cyber career. Students who complete the lab suite are awarded a CSA Certificate, the only 

certificate aligned with the Cyber Defense Analyst position in the NICE Framework. The NICE Framework 

KSAs (Knowleges, Skills, and Abilities) required for a Cyber Defense Analyst role include:

Analyze
Performs highly-specialized review and evaluation of incoming cybersecurity information to determine 

its usefulness for intelligence.

Collect and Operate
Provides specialzed denial and deception operations and collection of cybersecurity information that 

may be used to develop intelligence.

Investigate
Invetigates cybersecurity events or crimes related to information technolgoy (IT) systems, networks, and 

digital evidence.

Operate and Maintain
Provides the support, administration, and maintenance necessary to ensure effective and efficient 

information technologyh (IT) system performance and security.

Oversee and Govern
Provides leadership, management, direction, or development and advocacy so the organization may 

effectively conduct cybersecurity work.

Protect and Defend
Identifies, analyzes, and mitigates threats to internal information technology (IT) systems and/or 

networks.

Securely Provision
Conceptualizes, designs, procures, and/or builds secure information technology (IT) systems, 

with responsibility for aspects of system and/or network development.
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CRitiCal thinking and Soft SkillS 

gRading ClaRity: At Cybint, we believe one of the most important aspects of teaching is to explain 

the “why”. For example, as students progress through SCORM activities and Lab quizzes, they often 

have to make choices on their own. Without an instructor, it can be difficult to understand why an 

answer may not be correct.  When a student makes an incorrect selection within a Cybint exercise, we 

explain why that answer is incorrect. We believe that understanding the problem or concept is not just 

important, but critical for a CSA.

engaging, inteRaCtive videoS: We provide for learners a unique study environment, using 

both textual and visual content to effectively convey the material. Our SCORM lessons are taught via 

interactive videos that draw the attention of a typical online learner by asking them questions about 

the lesson and story line and requesting participation from the learner before they can move on.

gloSSaRy: Within the CSA SimuLab, we provide a bank of our instantly searchable cybersecurity 

terms to quickly provide students with the definitions they need, thus saving them the time of 

searching elsewhere

viRtual mentoR and Community CultuRe 

viRtual mentoR: Cybint’s solutions were created and developed by members of the elite Cyber 

Intelligence Unit, Israel 8200, whose organization’s totem is the owl. Our company emblem, the 

Cybint Owl, represents wisdom, intuitive knowledge and the ability to see beyond illusion and deceit 

– the goal of every successful Cyber Security Analyst. During the CSA Simu-Lab,, students will be 

introduced to the Cybint Owl who serves as a virtual mentor to help guide them in their decision-

making and problem-solving. 
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memotRaineR: This key feature – available for any course – offers learners short daily training that 

allows them to reflect on past material.

Student Chat: The CSA Simu-Lab is designed for independent study and flexible learning for 

students of all different backgrounds. However, a support and team mentality is very important for a 

professional Cyber Security Analyst. That’s why we equip our program with “Student Chat.” Student 

Chat is a social learning tool that allows students taking the same course to initiate discussion and 

cover current event topics as well as general discussion around the course and LMS system.

SuppoRt and flexibility 

inStRuCtoR flexibility: While the CSA Simu-Lab Suite can function entirely instructor free, team 

managers and faculty are welcome to administer or monitor the lab and track progress. For example, 

learners can ask questions related to the content or quizzes of the appointed “instructor,” whether a 

member of your team or of Cybint’s. Instructors may also control which modules and activities are 

available for learners and when. Modules can also be adjusted to be instructor-led if it better fits the 

needs of your organization.

youR SChool, youR bRand: As a Cybint Partner, we customize the platform design to include your 

organization’s logo and colors. It’s important to us that the LMS represents your school’s mission and 

values and is recognizable to your students. 

leaRning management made eaSieR: Our Simu-Labs environment works on the advanced 

aNewSpring LMS, and can easily be integrated with other LMS providers such as Canvas, Blackboard, 

Moodle and others. 

youR SuppoRt team: Cybint strives to build a foundation of success for your students and 

organization with our commitment to above and beyond support. Technical support is available with 

direct help on the LMS and a point of contact devoted to you from our team from the very beginning.
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