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At HIGH PERFORMANCE COUNSEL, we speak to the issues framing the next 
decade in law. We identify the emergence of an industry unlike that which has gone 
before by reason of its digital focus and dependencies. In doing so, we interview 
individuals whose perspective and experience provides a valuable sense of 
direction in the new legal world that is emerging. We feature content written by 
some of the sharpest and most inquisitive minds in the modern industry - those 
who are versatile in their thinking and in the application of careful thought to solving 
both present day and future challenges. 

We touch on some of the toughest issues - not simply the easy ones. So it is that 
from the outset we have covered Cybersecurity. Cybersecurity has come at many 
industry participants from far left field - at times, with devastating consequences. 
We view it as an issue of immense proportion for the legal industry and the clients 
that it serves. We consider it a subject that merits special and ongoing attention.  

Chuck Brooks and his renowned CyberAvenger Cybersecurity expert 
colleagues, Paul Ferrillo, Kenneth Holley, George Platsis, George Thomas, Shawn 
Tuma and Christophe Veltsos are a beacon of reason, experience, practical help 
- and hope - for so many who now face the challenges of Cybersecurity. Their first 
volume of this book is an easy yet invaluable read for countless professionals 
seeking to familiarize with the subject area of Cybersecurity - and what can be 
done about the challenges we face.

In the same way that we at HIGH PERFORMANCE COUNSEL bring together 
helpful thought-leadership to shed light on the path of the modern legal industry, 
Chuck and his colleagues have done this for the present state of Cybersecurity. For 
this, they are to be highly commended. 

It is with great pleasure that we help share this publication with you. 
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There are a lot of unknowns about current threat landscape. How attack 
groups execute their missions is constantly evolving. For those of us on the 
front lines, we have to stay vigilant and constantly work to keep pace with 
our adversaries. 

The good news is that everyday we know more about our adversaries and our 
toolbox for stopping attacks and mitigating risk is expanding. 

As more information moves online and more devices become connected, the 
surface area for attacks is expanding. But this also means our awareness of 
cyber threats is increasing and we can use this knowledge to strengthen our 
defenses.  We know that attackers – motivated by politics or money or some 
other arbitrary cause – will continue to attack, leveraging new vulnerabilities 
and updated tactics, techniques and procedures (TTPs) whenever possible. 
We know that people and systems will continue to be compromised, 
especially since no technology can account for what could be the greatest 
weakness: human error. And we know that breaches will continue to occur, 
since defenders cannot be right all the time and attackers only need to be 
right once.

At FireEye, we look at the current threat landscape the same way we did 
more than 10 years ago – as evolving. 

Our assessment of and reaction to the 2017 threat landscape is based, in 
part, on some of the same headlines that everyone is reading – Shadow 
Brokers leak alleged NSA tools that include the notorious EternalBlue exploit, 
WannaCry ransomware spreads fast and infects countless machines using 
said exploit, EternalPetya ransomware does the same about a month later, 
and so on. 

FireEye also has a vantage that the public does not. Our intelligence and 
research teams have a unique window into malware, phishing, exploit 
kit and other activity, showing us exactly who is being targeted and the 
potentially new and innovative ways that they are being targeted. On 
incident response assignments, our Mandiant teams get perhaps a deeper 
look into attacker activity, which reveals to us growing trends such as the 
increased sophistication of financial threat actors and bypassing multi-factor 
authentication for corporate email theft.
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FireEye proudly supports the #CyberAvengers Playbook and its mission: 
to educate directors, offi  cers, C-Suite and Senior IT staff.  Keeping systems 
updated, ensuring good security hygiene and implementing traditional 
security infrastructure is a mandatory fi rst step, but will only serve as a minor 
roadblock to the determined attacker. Having incident response plans in 
place is pivotal to beefi ng up any conventional security program, but will 
only serve to help eliminate threats after they have been identifi ed.

Established organizations have likely amassed several security technologies by 
now, to the point where making sense of alerts and appropriately responding 
to them seems impossible. Simplifi cation is key. Organizations will only 
benefi t from their current security technologies if the output is fi ltered to a 
single location and correctly prioritized. Then with automation, organizations 
will be able to react to threats with minimal human intervention, so security 
teams can focus on the threats that matter.

Other areas that FireEye is focused on include building out our cyber risk 
partnerships to help keep customers ahead of the other ways a successful 
attack can affect an organization. FireEye is working with leading insurers so 
clients have help limiting the fi nancial impact of security incidents, and with 
top law fi rms to ensure clients have proper Legal guidance before, during 
and after an attack.  

There is no denying that the cyber security industry is changing. The threat 
landscape is continually expanding and evolving, and new vulnerabilities 
and attacker TTPs are being discovered seemingly every day. Despite this, 
the industry has also stayed the same. Security companies such as FireEye 
continue to monitor our adversaries, understand their motivations, and 
adapt as quickly as they do in order to shut down their operations. 
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The #CyberAvengers would like to thank FireEye for their proud support of 
our 2017 Playbook.  With data breaches on the rise, we feel that this sort of 
support  – between technology companies and professionals in governance – 
is a necessary and vital step so that we can all collectively make cyberspace 
a safer place for all users.  
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Yes, we are back again.  Chris and I just turn up like a shiny penny at the 
oddest, yet most important times.  And this time we have enlisted some 
help, as it appears more and more that being cyber safe and secure “takes a 
village” instead of a computer geek and a lawyer.

Several months ago – based on my rabid affection for this country and love 
of the Marvel comic series The Avengers – we expanded our team, forming 
the #CyberAvengers.  Ironman (GeorgeP), Hulk (Shawn), Captain America 
(Ken), Thor (Chuck), and Black Panther (GeorgeT) have all joined forces with 
Hawkeye (Chris) and Director Fury (me) to do what we can to help keep you 
cyber safe and secure.

The #CyberAvengers decided “enough was enough” as they say.  Breaches 
and attackers were coming along fast and furious.  People were suffering 
and in disarray.  Businesses and healthcare organizations were getting hurt 
and bleeding unnecessarily.  And despite the billions of dollars being spent 
on “consultants” and forensic specialists, or countless words written in white 
papers or policy documents, we are no better.  In fact, we are worse off.

Yes, cybersecurity as we practice it today is broken.  Something is wrong.  
And government, while giving cyber issues attention, has been focusing its 
efforts in areas that are not generating enough positive impacts.

America and its allies need help to fight the battles of today and tomorrow, 
which is why we #CyberAvengers came together.  Our mission is simple: do 
good, help others, protect this country and its allies.  That’s it.

So what was bugging us most? It is clear that we needed to provide 
something more for the non-tech directors, officers, and C-suite executives 
who have little-to-no training in IT.  These are the people who, by the way, 
normally shudder at the thought of more technobabble coming from this 
CISO, CIO, and CTO.

We needed something easier than the NIST Cybersecurity Framework (CSF) 
for these people and everyday people for that matter.  It is not that the CSF is 
hard to understand, but we saw the need for something more foundational, 
something that could explain the basics and “need-to-knows” in a gentle 
and plainspoken manner.  An honest observation: organizations still get 
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many of the easy things wrong and do so at their own peril.  It’s time to get 
back to the basics.

That’s where the #CyberAvengers Playbook comes in.  It’s the organization’s 
“head coach’s” go-to book that you take to the field every day, the same book 
that goes over your basic options, end-arounds, and allows you to play both 
the short and long game.  And what happened with that playbook?  Not only 
did the coach know it inside out, so did every player on the squad.  You knew 
your assignment, but you also knew what the team was doing.

Our #CyberAvengers Playbook has seven chapters, none overly long and each 
easy to read.  Our objective is to allow you to read the playbook, cover-to-
cover, in less than two hours, and come away with several actionable items 
you and your company can put into effect almost immediately.

You will see many of our old favorites, like director’s duties, incident response, 
and of course many questions along the way for you to ask of management.  
You will also see some new things we feel strongly about, like understanding 
and evaluating cyber risk, and appreciating the value of good cyber hygiene.  
Trust us, it goes a long way!

We held off adding one more chapter because we wanted to keep the 
#CyberAvengers Playbook succinct, but want to mention the issue here, in 
the greater context of the book: cybersecurity threat intelligence sharing 
between companies, organizations, and nations.

Thus far through 2017 we have seen malware take on a Frankenstein form, 
becoming more sophisticated, devious, and insidious. And with more code 
slipping out into the wild, and more nefarious actors seeing cybercrime/war 
as a lucrative opportunity, we fear we are in a cyber wild west. Sometimes it 
is hard to tell the difference today between nation-state activity and cyber-
criminal activity.   And in some cases, we have evidence of the wild becoming 
truly destructive, such as Petya and NotPetya.

Imagine for a moment a world where, if one organization is attacked, 
everybody – at nearly the speed of light – would have access to the resources 
to protect themselves, whether through patching, threat intelligence, or 
otherwise.  How awesome would that be for all of us?  We can only imagine, 
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but with the support of both the public and private sectors, this is a goal 
worth pursuing.  

If one considers the plethora of issues (AI, Machine Learning, encryption, 
IoT, cybercrime, cyberterrorism, hacktivism, extortion, increased number of 
actors, increased nation-state activity…the list is endless) there can be no 
logical dispute to the following: fulsome cybersecurity threat intelligence 
would greatly assist us in defending our networks and what matters most 
to us.

The seven of us cannot change the world alone.  We know that.  But we also 
know that we need your help.  

The only people that gain from another $450 billion lost in one year worth of 
cybercrime are the nefarious actors.  That money hits your pocket through 
higher fees, higher prices, increased taxes, decreased funding for aging 
infrastructure and the need for insurance.  That money has much better uses 
elsewhere, such as innovation for your products and services, infrastructure 
projects, or even feeding people in need.  That money, along with the $80+ 
billion a year the US spends repairing aging network infrastructure, could 
allow this country to once again thrive (and not shudder) while we build the 
next evolution of our digital, and perhaps quantum, economy.

With Chris’ help, I wrote this preface on Independence Day weekend because 
celebrating The Fourth is about much more than just thinking about the 
current day. The history of The Fourth is rooted in a “big picture” idea, one 
where independence was declared for liberty, freedom, and the pursuit of 
happiness.

We fought for all of these things that made the USA the beacon for so many.  
Yes, we can be divided, but we can also rally around common cause, just as 13 
colonies did 241 years ago.  Let us rally around common cause again: making 
this great country cyber safe and secure.  No solution will be perfect and no 
solution will guarantee success.  Indeed, the history of our own country has 
some deep wounds and unforgettable scars, but we are at our best when we 
have good common cause.  And we believe this is good common cause not 
only for us, but for generations to come.
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If enough of you read our #CyberAvengers Playbook and take action, even 
with cyber “baby steps” we do guarantee you will not regret your decision.  
And your network might be resultantly safer. Win-Win as they say. 

In closing, if the #CyberAvengers can’t protect this country, we will certainly 
avenge it.  And we will never give up protecting it with all our heart.

We hope you enjoy this short book.

Paul and Chris
July 4, 2017
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#CYBERAVENGERS?

x

Why the

Our inspiration for this project is drawn from some of the greatest movies 
and comics ever produced: Marvel’s The Avengers.

The Avengers Initiative was an “idea to bring together a group of remarkable 
people and see if they could become something more.” Director Nick Fury 
went out to say if this group could “work together when we needed them to, 
to fight the battles that we never could.”

What do we get out of writing a book like this? Nada. Goose egg. We are 
friends. We are patriots. There is no profit or gain. But we do want to keep this 
nation and its data safe and secure. And we are not satisfied to sit around 
and do nothing, which is why we came up with our own “cyber initiative.”

We thank those responsible for bringing us Marvel’s Avengers.
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The #CyberAvengers are a group of salty and experienced professionals who 
have decided to work together to help our country by defeating cybercrime 
and slowing down nefarious actors operating in cyberspace seeking to 
exploit whatever their tapping fingers can get a hold of.  

How?

We do this by raising our collective voices on issues critical importance so 
that we can keep this great country in the lead – both economically and 
technologically – and to keep it safe and secure.

All the issues are intertwined and more complex than ever, which is why we 
have differing backgrounds but have a common cause.  We complement 
each other, we challenge each other, and we educate each other.
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Our playbook is not technical in nature.  In fact, it is the anti-technical 
playbook.  Why?  Because despite the virtues of superior technology in this 
country (and here we mean AI, Machine Learning and Cognitive Computing), 
Petya taught us that it is us – humans – that tend to be the problem most of 
the time.

We are the ones who do not patch the networks in a timely manner.  We are 
the ones who do not fund the IT budget as fully requested to do so.  And we 
have this abject fascination with clicking on the link despite being told it is 
generally a bad idea to do so.  The benefit of burning your finger, even when 
told not to touch a hot stove, is that you get a physical “ouchy” and even at 
the age of six, you’re pretty smart enough not to do that again.
 
Unfortunately, there is no physical “ouchy” for clicking a link that locks up 
your data.  All you get here is mental hysteria minus the tangible pain plus 
freak out call to your IT department.  It is part of the reason we humans tend 
to ignore the of value company-wide spearphishing training.  We haven’t felt 
the pain of “learning a lesson.”  That’s costly in any facet of life.  And this is 
why when we do training many of us don’t take it seriously because there is 
no fear of consequence (like a burn).  Trust us.  A bad burn is on its way if you 
don’t learn about hot stoves and how to operate around them.

The #CyberAvengers Playbook is not meant to be a long novel, dry academic 
text, or some treatise.  Each chapter is six to ten pages long.  It is chock-full of 
facts and good ideas.  Hopefully it gives you the odd chuckle too.  It is written 
for the non-Tech director and officer.  

But don’t take this breathtakingly short Playbook for granted.  It is written 
with our collective experience and our practical knowledge of what works 
and what doesn’t.  Your IT staff might quibble with its lack of technical 
verbiage.  If they do, send them to us.  It is time to demystify cyber so all can 
understand and appreciate it, for your sake and the sake of your organization.

Finally, here is our suggestion: read the Playbook and pull three or four 
issues that make sense to you at this time.  Then go back to the boardroom 
and review these with management (and the CISO/CIO). If you have to, 
play uneducated, much like inspector Columbo would do, to disarm any 
inclination by management to conceal or be defensive.  Listen attentively, 
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ask pointed questions, and seek to improve your understanding of your 
company’s cybersecurity posture, and whether the actions of management 
are sufficient to bring cyber risks to within a board-approved range (i.e. risk 
appetite).  Ask yourself why your organization might be behind the cyber 
learning curve, and if you are behind, help management create a plan to 
catch up.  You can do it! We can show you how.

16



If the November 2016 US election did one thing for certain, it was this: it put 
the word “cybersecurity” into everyday lexicon.  But bringing “cybersecurity” 
into everyday lexicon has not made the challenge any easier to solve.  In fact, 
we would argue it has made it harder.  Why so?

To explain, let us begin with the first half of 2017 and what we have seen so 
far.  In no particular order, we have faced issues related to WannaCry, Petya 
(along with NotPetya, Nyetya, Goldeneye), Vault7, the ShadowBrokers, nearly 
200 million voter records exposed, Cloudbleed, healthcare records breached, 
cyberattacks on UK parliament members and staffers, data dumps related to 
the French election, and, most recently, fears of attempts to hack  US nuclear 
power plant facilities…would you like us to go on? If you’re not completely 
clear on what all of these refer to, don’t worry.  We’re just trying to make the 
point that the issue is pervasive and that these attacks occurred in just the 
past half year and are capable of rocking our world.

And of course, there is the issue of nation-state actors.  We may as well get 
this out of the way right here: nation states fall into a special category all 
onto their own.  Why?  Nation state involvement is funny because it may not 
be a “straight up” cyberattack, meaning that a cyberattack is part of a larger 
foreign policy struggle.  There are grey areas as well.  A cyber event may 
not necessary be state-sponsored or even state-sanctioned (like say, criminal 
behavior) but as long as the host nation is not impacted by the event, they 
may just turn a blind eye to it because it serves their own national interest.

Basically, it is not a cut-and-try topic when discussion nation-states as 
actors.  Actors can be much more sophisticated in their use of stolen, copied, 
corrupted data, for example.  In some cases, the intent could be a straight rip 
off for economic espionage.  In others, the intent could be a part of a larger 
(mis-, dis-) information campaign.  In other words, the nation-state intent 
may not be a simple ransomware-for-bitcoin scheme.  But it also may be.  
We just need you to be aware that there could be a lot of smoke and mirrors 
behind an attack.

So, with the above said, why do we think “cybersecurity” in everyday lexicon 
has made the challenge that much harder?  We think so because so much 
of the “increased” awareness has not been “informed” awareness.  We still 
see common errors, especially in the mainstream, such as not knowing the 
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difference between hack versus leak or stolen versus copied.  

We are also concerned by the insistence of some to stick to old strategies.  
We say respectfully: if you still believe a strong perimeter is your best method 
of defense, you will likely find out the hard way you have spent a lot of good 
money and labor on ideas that have not made you any safer or secure.  In 
fact, they might have given you a false sense of security.  Times have changed.  
So should your strategies.  The Petya/NotPetya attack is a perfect example of 
what we face today and why our strategies need to pivot: a known vulnerability 
(really in the form of a zero-day exploit) was previously announced in March 
2017 but never patched by many.  Determined, economically driven hackers 
who have the ability to add on to the Petya code to make it a wiper attack.  
Many recipients of Petya were just either unprepared or ill-equipped to 
handle its effects. Some lost data, some paid the ransom, and many didn’t 
fully learn their lesson about the importance of patching and backups.

Consider further that we are in the “zettabyte age” in terms of global IP 
traffic.  We crossed that mark in 2016.  That’s 1,000,000,000,000,000,000,000 
bytes.  For those who like to count and compare zeroes, a gigabyte only has 
nine zeroes compared the 21 of a zettabyte.  You need some serious “high 
tech” to help you with that workload.  Therefore, if artificial intelligence and 
machine learning are not in your security operations center or at least on 
your radar as possible solutions, you are not keeping up.  Being “behind the 
curve” in this environment is not the place to be. 

On the flip side, there is this “low tech” problem called the human.  If you begin 
with the simple premise that most humans, even the most knowledgeable 
and qualified, are still capable of making an honest mistake, you will be a 
step ahead of most.  It seems far too many people are turning a blind eye 
to the fact that humans are fantastic at screwing things up, intentionally or 
not.  Do not discount this problem or fall into the trap that there is some 
magical piece of software out there that will save you from all the dangers of 
the Internet.  If a vendor makes you believe that, watch out, because pretty 
soon they’ll be selling you a bag of beans and insisting they have a horse-like 
creature with a spiraling horn coming out of its forehead back at the office.

We are not trying to be condescending here.  We just have observed and 
accepted that many people are overwhelmed, mystified or just plain 
confused when it comes to cybersecurity, therefore, we do not want you to 
fall into the trap of being sold something that will do little for you.  

So, let us say this to you candidly: it’s okay to feel this way.  In fact, by reading 
this book, we consider you the brave ones who are making a true effort to up 
your game.  Be proud of that, because you can build the biggest, meanest, and 
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scariest cyber defense perimeter in the history of mankind and it will mean 
nothing if somebody within your organization gives the bad guy the key to 
the front door (clicking links, phishing attempts, and social engineering, are 
all coming to mind).  

This short book will not give you all the answers.  But it is a solid playbook 
and cheat sheet to get you to “good enough’ or better. And that is what we 
want, for you to be strong enough and agile enough to dance with the evils 
of cybersecurity.  By no means will you know every dance step, but we are 
certain if you follow our basics, you will be able to hold your own.

Hope you enjoy our #CyberAvengers Playbook!

In Defense of the United States of America,
The #CyberAvengers 

PS – Look out for yearly updates to the playbook!
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THINGS TO LOOK OUT FOR IN THIS CHAPTER:
1) How to view risk from an enterprise perspective.

2) Why board accountability is expected to grow.

3) Real worlds examples and the cost of mismanagement.

4) Why cybersecurity is not an IT problem and why it should have 
never been considered one.

1
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A Director’s Oversight Duties Over Enterprise Risk 
Management and Cybersecurity

Cybersecurity breaches and their aftermath have been proven to be terminal 
events for C-Suite executives and present a dimension of existential risk to an 
organization, its revenues, earnings and reputation.

In 2017, there is no doubt whatsoever that cybersecurity is a critical element 
of risk that must be integrated into overall enterprise risk management 
starting at the board level. The continued stream of industry guidance from 
the SEC, DOJ, FTC, and NAIC coupled with detailed regulatory requirements 
such as FATCA, Solvency II, and Sarbanes Oxley require the Board and C-Suite 
to remain current, vigilant and actively engaged.

As defined by COSO, the Committee of Sponsoring Organizations of the 
Treadway Commission, in their broadly adopted 2004 Enterprise Risk 
Management — Integrated Framework1, enterprise risk management or ERM 
is defined as: 

...a process, effected by an entity’s board of directors, management and 
other personnel, applied in strategy setting and across the enterprise, 
designed to identify potential events that may affect the entity, and 
manage risk to be within its risk appetite, to provide reasonable 
assurance regarding the achievement of entity objectives.

The COSO framework goes on to list several key concepts of ERM, including 
stating that ERM is: “Designed to identify potential events that, if they occur, will affect 
the entity and to manage risk within its risk appetite.”2



Cybersecurity events fall squarely within potential events that might directly 
impact an organization’s ability to function normally and achieve results. 
Understanding the factual circumstances of Target, Maersk, SWIFT, and 
FedEx will prove this point.

The barrage of cybersecurity threats and the direct impact on businesses, 
governments and private citizens continues to grow. The media is constantly 
covering cybersecurity related events including election tampering, malware 
and hacking vehicles.

Charged with generally overseeing the affairs of the company, a board must 
now factor into its analysis not only the hazard risk that its company may face 
(i.e. property damage, flood damage or natural catastrophes, like hurricanes, 
and earthquakes), but also the cybersecurity risks its company may face. 
Unlike many other aspects of directing the affairs of a public company, like 
overseeing its financial reporting function and obligations, cybersecurity is 
new for many directors, and certainly far from intuitive.

Consequently, focusing board resources and time on architecting systems 
and infrastructure to minimize the risk of potential cybersecurity breaches 
are moving rapidly up the formal risk register. Indeed, according to a joint 
survey conducted in 2015 by the New York Stock Exchange (NYSE) Governance 
Services and Veracode, more than 80% of those surveyed said cybersecurity 
matters were now a regular part of the agenda for most board meetings.3

For a director or officer to gain a full appreciation of the devastating and long-
lasting impact of a major cybersecurity incident we need look no further than 
one of the high profile, private sector breaches in US history: Target’s 2013 
data breach.

Here are the quick facts, confirmed by the company on Dec 19, 2013:

• Personal or payment information for an estimated 110 million people
• Year-over-Year (Y-o-Y) Q4 profit down 46%, not entirely attributable 
to data breach
• Y-o-Y Q4 sales down 3.8 %
• Y-o-Y # of transactions down 5.5 %

Target’s Chief Information Officer Beth Jacobs was the initial casualty 
resigning on March 5, 2014, less than four months after the announcement.

CEOs are increasingly being held accountable. Target’s CEO Gregg Steinhafel 
during the time of the breach survived the initial fallout but agreed to step 
down in May 2014, merely five months after the breach was announced.
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Target’s breach continued to be remarkable on several levels; not just because 
of the revised enormity of the breach (originally reported at 70 million records 
containing personally identifiable information) and its aftermath, but also 
because it focused attention on the individual and collective responsibility 
of directors of public companies to address cybersecurity risks. Justified or 
not, ISS Proxy Advisory Services issued a voting recommendation4 against 
the election of all members of Target’s audit and corporate responsibility 
committees.5 In its report, issued on May 27, 2014, ISS references proxy 
statements and the charters of board committees to make the case that the 
directors should be held accountable for the breach due:

ISS believes that in light of the company’s significant exposure to 
customer credit card information and online retailing, these committees 
should have been aware of, and more closely monitoring, the possibility 
of theft of sensitive information, especially since it involves shoppers 
and the communities in which the company operates, as well as the 
overall impact on brand reputation and brand value.

In another section of the report, ISS delivers stinging critique of the board’s 
process and transparency:

The company provides little disclosure of the risk assessment process 
conducted by the committees or the board that would assure 
shareholders of a robust risk identification and oversight program.

While the ISS recommendation was not followed, Luis Aguilar, a Commissioner 
of the SEC at the time, reinforced the same themes and directly referenced 
the ISS recommendations against the Target Board of Directors in a speech 
entitled “Cyber Risks in the Boardroom”:6

[B]oards must take seriously their responsibility to ensure that 
management has implemented effective risk management protocols. 
Boards of directors are already responsible for overseeing the 
management of all types of risk, including credit risk, liquidity risk, 
and operational risk and there can be little doubt that cyber-risk also 
must be considered as part of board’s overall risk oversight. The recent 
announcement that a prominent proxy advisory firm [Institutional 
Shareholders Services (ISS)] is urging the ouster of most of the Target 
Corporation directors because of the perceived “failure…to ensure 
appropriate management of [the] risks” as to Target’s December 2013 
cyber-attack is another driver that should put directors on notice to 
proactively address the risks associated with cyber-attacks.

In every SEC filing since 2014, Target has disclosed specific information 
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regarding the data breach in each and every SEC quarterly filing. The 
data breach has been elevated to its own section in Commitments and 
Contingencies in the SEC filings.

Target Corporation Form 10-K filed with the SEC on 03/08/2017:7

Data Breach

In the fourth quarter of 2013, we experienced a data breach in which 
an intruder stole certain payment card and other guest information 
from our network (the Data Breach), which resulted in a number 
of claims against us. We have resolved the most significant claims 
relating to the Data Breach, and there were no material changes to our 
loss contingency assessment relating to the remaining claims during 
2016. ... 

We incurred net Data Breach-related expenses of $39 million and 
$145 million during 2015 and 2014, respectively. Net expenses include 
expenditures for legal and other professional services and accruals for 
Data Breach-related costs and expected insurance recoveries. These net 
expenses were included in our Consolidated Statements of Operations 
as SG&A, but were not part of segment results….

Since the Data Breach, we have incurred $292 million of cumulative 
expenses, partially offset by insurance recoveries of $90 million, for net 
cumulative expenses of $202 million. 

The impact of this data breach continues even into 2017, adding to the 
$292 million of cumulative expenses that reported in March 2017. Despite 
the statement in the March 2017 filing that Target had “resolved the most 
significant claims…”8 in an event that was covered widely in the media, on 
May 17, 2017 Target Corp agreed to pay $18.5 million to settle a multistate 
investigation with 47 states and the District of Columbia related to the 2013 
data breach.9 

The public sector has also experienced significant, high profile breaches with 
devastating long-term implications. The most notable, the 2015 breach of the 
Office of Personnel Management (OPM), led Katherine Archuleta, Director of 
the U.S. Office of Personnel Management at the time of the breach, to tender 
her resignation one day after breach was announced.

In June 2015, OPM discovered that the background investigation 
records of current, former, and prospective Federal employees and 
contractors had been stolen. OPM and the interagency incident 
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response team have concluded with high confidence that sensitive 
information, including the Social Security Numbers (SSNs) of 21.5 
million individuals, was stolen from the background investigation 
databases. This includes 19.7 million individuals that applied for a 
background investigation, and 1.8 million non-applicants, primarily 
spouses or co-habitants of applicants. Some records also include 
findings from interviews conducted by background investigators and 
approximately 5.6 million include fingerprints.10

There are two very alarming aspects of this breach that should strike fear 
in the hearts of companies and their directors: the loss of information of 
family members of employees and the theft of fingerprints. Many companies, 
through the normal course of providing health insurance to employees 
maintain sensitive information on family members. The breadth of impact, 
required disclosure and potential liability stretch way beyond the employees 
alone. Furthermore, the theft of biometric data, like fingerprints, introduces 
potential forms of exploitation and abuse in technologies and security 
protocols that have not even been deployed.

Mary Jo White, Chairman of the SEC from 2013-2016, highlighted cybersecurity 
on numerous occasions during her tenure, notably during a 2016 Keynote 
Address at the Investment Company Institute General Meeting:11

Cybersecurity is a particularly critical element...it is one of the greatest 
risks facing the financial services industry.  Cyber risks can produce far-
reaching impacts...  The Commission has been very active in drawing 
attention to the issue and examining and enforcing the rules we oversee 
that relate to cybersecurity. Our regulatory efforts are focused primarily 
on ensuring that our registered entities have policies and procedures to 
address the risks posed to systems and data by cyberattacks… While no 
one can prevent all disruptions from cybersecurity events, you should 
consider the full range of cybersecurity risks…and consider appropriate 
tools and procedures to prevent breaches, detect attacks and limit 
harm.

We begin our playbook here because the facts of what happen when a data 
breach occurs are generally public and nearly all damning to the company 
involved. And a Board’s fiduciary duty of oversight over the cybersecurity 
risk and posture of the Company being breached is also clear and straight 
forward.  Corporate reputations take years to establish and can be lost in 
days if a cyberattack is not quickly discovered, and the attackers summarily 
booted off the network. 
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THE #CYBERAVENGERS PLAYBOOK TIP:
Stop Treating Cybersecurity as an IT Problem

Many of us grew up in the age of the Worldcom and Enron mega-frauds.  
We were aware of the provisions of Sarbanes-Oxley.  And we heard over and 
over that one of the most important factors of corporate governance was 
fostering a fair and law-abiding “tone at the top.”  Today, we are arguing in this 
document that cybersecurity similarly needs an engaged “tone at the top” 
from the board and management.  Cybersecurity is not easy.  It is hard, and 
rowers of a “cybersecurity” boat pulling in different directions will get nowhere 
fast.  Cybersecurity is not just an IT problem; it is everybody’s problem – from 
the shipping dock to the C-Suite to the Board of Directors.  Each plays a part 
of this saga and each is responsible for the cybersecurity of a corporation.

KEY TAKEAWAYS:
1) There are real world consequences associated with poor governance.

2) Expect more regulation, so get ahead of the curve and protect your 
crown jewels.

3) Board members need to oversee cybersecurity from the perspective 
of risk management.

4) Your problems are only going to get worse, so get educated and 
take action. Delay at your own peril.
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THINGS TO LOOK OUT FOR IN THIS CHAPTER:
1) Why cyber risks matter.

2) Our explanation of cyber risks.

3) What we think “good cyber management” looks like.

4) Why you should stop focusing on things that don’t mattter in the 
grand scheme of cybersecurity and risk management.

2
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What Is Cyber Risk, Why Does It Matter, and Why 
Haven’t We Gotten this Correct?

Similar to financial and reputational risk, cybersecurity risk affects a 
company’s bottom line. It can drive up costs and impact revenue. It can 
harm an organization’s ability to innovate and to gain and maintain 
customers. 

NIST Cybersecurity Framework (NIST CSF)12 

Why do Cyber Risks matter?

The quote from the NIST CSF helps us understand the seriousness of the cyber 
issue; after all financial and reputational risks are top concerns for boards 
and top leadership today. However, it might not go far enough: cyber events 
have the ability to stop your organization dead in its tracks. One minute 
your organization is rolling along at full speed, the next minute, you’re hit 
with a new piece of ransomware that spreads like wildfire and cripples your 
production systems, and starts leaking sensitive data resulting in a full on 
breach. Oh, and by the way, your quarter close is in two weeks.

Cyber risks are different from other types of risks that most executives are 
used to. While the analogy of a fire is useful to help understand how quickly 
a cyber event can spread and how strongly it can devastate your business, it 
does a disservice because fires are things that we can usually see, smell, and 
even hear. So, we need a different metaphor, one that can help convey the 
nebulous aspect of cyber risks. 



Here is how we view it: Cyber risks are a lot more like quicksand than solid 
ground.

To survive operations in an area known for quicksand, one has to remain alert, 
pay attention to the clues all around, test the ground under every step, but 
most importantly, one must be ready to deal with a misstep that can swallow 
you and your profits. The analogy of quicksand is a powerful one: this is no time 
for complacency, we need to be constantly testing ourselves — our fitness, our 
equipment, our reflexes, our help lines (incident response plan, legal support, 
cyber insurance, connections with law enforcement, information sharing), 
our ability to respond and recover, to enable the business to continue moving 
forward (cyber resilience).

Why haven’t we gotten this one correct yet?

This is probably the most frustrating aspect of cyber risks for board directors 
today: huge amounts of money and resources are being spent in cybersecurity 
related projects, and yet it doesn’t seem to have improved their organization’s 
cyber posture or cyber resilience. 

One issue lies with the way the cyber issue is thought of: a June 2017 Harvard 
Business Review article shed some light on why top leaders have failed to 
properly invest in cybersecurity thus far:13

The problem with these mental models is that they treat cybersecurity 
as a finite problem that can be solved, rather than as the ongoing 
process that it is. No matter how fortified a firm may be, hackers, much 
like water, will find the cracks in the wall.

But this isn’t just a top leadership issue either. For decades, those with 
cybersecurity responsibilities reported on their security activities via obscure, 
and often irrelevant metrics such as number of attacks stopped at the firewall, 
number of attacks investigated, number of people who have received security 
awareness training, or number machines with antivirus or with patches (more 
on that in a minute). Too many executives found themselves in a briefing by a 
security guru spouting about attacks, malware, cloud-cannot-be-trusted, and 
other eyes-glossing-over presentation topics.

For far too long, cybersecurity was thought of, and reported on, as an IT 
issue, focusing on issues from a narrow lens of machines and systems, and 
sometimes data, but rarely in light of what it provided to the business side 
of the organization. Cyber risks don’t exist in a vacuum; they exist and have 
relevance because of their potential impact on the organization’s ability to 
achieve its business objectives.
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What do we mean by Cyber Risks? 

Ask this question to 10 people and you’ll likely get 10 different answers.  Ask 
100 people and you’ll like get 200 answers!

RSA, one of the major companies in this space defines cyber risks this way:14

Cyber risk is commonly defined as exposure to harm or loss resulting 
from breaches of or attacks on information systems. However, this 
definition must be broadened. A better, more encompassing definition 
is “the potential of loss or harm related to technical infrastructure or 
the use of technology within an organization.” 

For the Institute of Risk Management, cyber risk means “any risk of financial loss, 
disruption or damage to the reputation of an organization from some sort of failure of its 
information technology systems.”15

Cyber risk management signifies the set of activities undertaken by 
management to identify cyber risks, assess cyber risks, and respond to those 
cyber risks, using a combination of security activities including prevention, 
detection, response, and recovery. Also, let us not forget that cyber risk can 
also be insured, which can lessen the “financial” side risk to the organization. 
The aim of cyber risk management is to ensure that when — yes, when and 
not if — a security incident occurs the organization is able to respond in ways 
that will contain those risks to within acceptable risk tolerance levels. No two 
organizations have the same risk appetite. Some organizations are willing to 
be much more aggressive, and in return accept larger levels of cyber risks in 
exchange for being early to market, or grabbing a larger amount of market 
share.

How are cyber risks connected to cybersecurity? Cybersecurity deals with the 
protection of data and assets. Cyber risk management looks at things from an 
enterprise-wide perspective and deals with the protection of the business, its 
ability to function and recover from cyber events, and ultimately, its ability to 
meet its financial objectives and obligations.

Focus on the Metrics that Matter, Not on the ones that Don’t

One common method a CISO uses to focus his board’s attention on 
cybersecurity is talking about metrics than can be gleaned from cybersecurity 
activity during the preceding quarter. The problem with metrics is that there 
are too many of them to count on both hands. Some metrics matter. Some do 
not matter so much. Let’s take a look at certain metrics below and continue 
this discussion.
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Number of incidents stopped at the firewall — this number can vary by the 
time of year, the visibility of the organization (were we just in the news 
lately?), and the interest/dedication of attackers. Ultimately, this number 
doesn’t provide very valuable information compared to how many attacks 
were NOT stopped at the firewall (or a ratio of not stopped vs. stopped). 
Indeed, in most post-mortem discussion of big breaches, it is determined 
that the malware in question simply went around or through the company’s 
firewall without a care in the world. Firewalls are important, but should NOT 
be considered the most important line of cyber defense.

Number of people who have received security awareness training — this 
number is meaningless because it should be 100%. Period. No ifs, buts, or other 
excuses. The #CyberAvengers do the little things well.  Security awareness 
training is one of them.

Number of machines with antivirus — here again, all systems should have anti-
virus protection, except for a very few, well documented and well-reviewed 
cases. As a top leader, are you comfortable signing off on the exception policy 
allowing this particular server to be exempt from anti-virus requirements, 
knowing that this could be the way the next breach starts?

Number of machines with patches — as mentioned previously, all systems 
should be patched on a timely basis, except for a small amount of critical 
cases in which time is of the essence. For these critical patches, they should 
ideally be made within 72 hours of announcement. If a critical patch is issued 
by a software company, it is indicative that something is very wrong and that 
such a vulnerability if left unpatched could be exploited.  We know that very 
well from WannaCry and Petya.

Let’s turn our attention to better quality metrics.

Time taken to detect a Breach – this is maybe the most important metric 
in the cyber defense universe. Why? Because the more time an attacker is 
on your network, the more havoc he or she can cause (this is called dwell 
time). And the longer the attacker was on the network before you found him, 
the more likely your intrusion detection solutions underperformed, or failed 
altogether.

Number of incidents and events investigated — this has the potential to be 
a good metric, but needs tweaking first. All incidents should generally be 
investigated. And ALL events should be investigated given the potential that 
they may involve the exfiltration of data and thus reveal themselves to be the 
proverbial tip of the iceberg. Machine learning solutions can help reduce the 
number of actual alerts, and thus can also reduce the number of incidents.
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Finally, the number of breaches per quarter is also a relevant metric for 
obvious reasons – your cyber defense posture failed to stop an attack. 
Together each of these metrics is a good indication of whether your cyber 
defenses (and intrusion detection and prevention systems) and your incident 
response plan worked as planned. To become a quality metric that allows the 
organization to mature its response capabilities, the following set of metrics 
should be collected, and tracked across time: time to triage decision, with 
accompanying accuracy rates; time to complete investigation and determine 
a risk impact from that incident; lessons learned from each successful and 
unsuccessful triage decision and investigation.

Get a grasp of Cyber Risks

Since 2014, organizations operating in the US have something that didn’t 
use to exist before, at least not in such a clear, concise, and relevant way: 
the Cybersecurity Framework by the National Institute of Standards and 
Technology (NIST CSF). One of the key benefits of the NIST CSF is its relevance 
in communicating cyber risks with all levels of management and oversight, as 
well as its relevance to evaluating the costs and overall cost-effectiveness of 
cybersecurity activities.

What is the role of senior executives and Board members?

The Framework can be used as an effective communication tool for 
senior stakeholders (CIO, CEO, Executive Board, etc.), especially as 
the importance of cybersecurity risk management receives elevated 
attention in C-suites and Board rooms. The Functions inside the 
Framework Core offer a high level view of cybersecurity activities and 
outcomes that could be used to provide context to senior stakeholders 
beyond current headlines in the cybersecurity community.16

Executive leadership and the board can leverage the NIST CSF to help prioritize 
the many investments that organizations have to make in cybersecurity, and 
thus help ensure that each dollar invested in cybersecurity is well spent and 
has maximum impact. “By providing a common language to address cybersecurity 
risk management, it is especially helpful in communicating inside and outside the 
organization. That includes improving communications, awareness, and understanding 
between and among IT, planning, and operating units, as well as senior executives of 
organizations.”17

One of the ways that the NIST CSF benefits those in leadership and oversight 
roles is by reporting on trends over time, contrasting the organization’s current 
security posture to last quarter’s or last year’s, and consciously setting the 
tone for — and aligning the necessary resources in support of — an improved 
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posture in the near future (i.e. a desired state).

According to the NIST CSF, the framework provides organizations that use it 
with the ability to:18

• Describe their current cybersecurity posture;
• Describe their target state for cybersecurity (i.e. is their cybersecurity 
posture weak, strong or somewhere in between);
• Identify and prioritize opportunities for improvement within the 
context of a continuous and repeatable process;
• Assess progress toward the target state;
• Communicate among internal and external stakeholders about 
cybersecurity risk.

So what does Good Cyber Risk Management look like?

A quote may be helpful here.  During a June 2014 speech at the New York 
Stock Exchange, SEC Commissioner Luis A. Aguilar said:19

[B]oard oversight of cyber-risk management is critical to ensuring that 
companies are taking adequate steps to prevent, and prepare for, the 
harms that can result from such attacks. There is no substitution for 
proper preparation, deliberation, and engagement on cybersecurity 
issues. Given the heightened awareness of these rapidly evolving 
risks, directors should take seriously their obligation to make sure that 
companies are appropriately addressing those risks.
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THE #CYBERAVENGERS PLAYBOOK TIP:
The NIST CSF Is Your Friend

When it comes to cyber risk management, good leadership and stewardship 
means ensuring that the top leadership is engaged and directing — or in 
the case of board directors, overseeing — the many activities undertaken 
to improve the organization’s cyber risk posture. This includes figuring out 
which activities will have a positive impact (or most bang-for-the-buck), then 
figuring out how to best schedule, fund, and implement those activities, and 
finally making sure that things were properly implemented and are having 
the desired impact.  Here are some statements that in our view showcase 
what good cybersecurity risk management looks like, adapted from the NIST 
CSF, the authoritative source on the topic:20

• Cybersecurity risk is clearly articulated and understood across all 
strata of the enterprise. 
• The organization can quickly and efficiently account for changes to 
business/mission objectives and threat and technology landscapes in 
the risk disposition and approach.
• The relationship between cybersecurity risk and mission/business 
objectives is clearly understood and considered when making decisions. 
• Senior Executives monitor cybersecurity risk in the same context as 
financial risk and other organizational risks. 
• The organizational budget is based on understanding of current and 
predicted risk environment and future risk appetites. 
• Business units implement executive vision and analyze system level 
risks in the context of the organizational risk appetite and tolerances.

KEY TAKEAWAYS:
1) Cyber risks are not all too different from other types of business 
risks.  They’re just more complex because they have so many moving 
parts and change so rapidly.

2) Cybersecurity is not a problem to be solved; it is an issue to be 
managed.

3) Find a way to measure your success (and failures). Better yet, track 
your progress, and seek to improve at every turn.

4) The best way to manage risk is to institute a plan that meets your 
unique needs.  The NIST CSF helps you do that.
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THINGS TO LOOK OUT FOR IN THIS CHAPTER:
1) Do not get scared (or compromised) by tech lingo and jargon.

2) The disconnect that exists is there for a few reasons, but get over 
it because allowing it to continue could be your undoing.

3) The Internet is inherently insecure, meaning the landscape will 
only become more challenging.

4) “Subject Matter Experts” are not necessarily IT gurus or software 
vendors (an easy trap to fall into).  Pick staff and vendors wisely.

3

35

Facing Language Barriers (or the Disconnect 
Between the Board, C-Suite Executives, and IT)

Cybersecurity is the most significant governance challenge for the 
public and private sector… it’s not just the exclusive domain of the 
CIO and CTO, and is now in the domain of the CEO and the corporate 
board. 

Former Homeland Secretary Hon. Tom Ridge

The Internet was invented in a government laboratory and it was the 
corporate vision that had it commercialized and institutionalized and it led to 
a new era of social and technological change. But it was built, believe it or not, 
without security being the key consideration. Consequently, it evolved faster 
than security protocols and without convening strategies that could mitigate 
anticipated threats, and few corporate CEO or boards even took notice.

The prevailing result of the rapid rise of the internet is that there is a lack 
of expertise on cybersecurity in corporate leadership. According to a recent 
National Association of Corporate Directors (NACD) survey, although almost 
90% of directors at public companies claim their board discusses cyber risk 
regularly but only 14% have deep knowledge of the topic. The survey also 
concluded that the cyber threat landscape is becoming more complex and 
challenging.

There is little value in discussing something you do not know much about 



the Board level, except perhaps fine dining and Napa Valley Chardonnays. But 
this truism is really should be a starting point for analyzing the disconnect 
that is inherent in the corporate cybersecurity ecosystem between the Board, 
the C-Suite and the Corporate IT Department.

The C-Suite disconnect was understandable a few years back when breaches 
first became part of the nightly news but is no longer acceptable and 
needs to be rectified with a sense of urgency. The reality is that we live in 
an increasingly hyper-connected world that impacts all aspects of our 
lives. From now onward, managing and protecting data will be a growing 
responsibility for anyone engaged in commerce, most especially the C-Suite, 
which is charged with the day to day operation of the Company. Indeed, the 
Target Breach was a prime example that cybersecurity is a CEO issue, and 
if the worst happens, the CEO will be right in the range finder of the Board 
of Directors. The exponential rate of cyber-threats and breaches in industry 
necessitate a clearly defined security strategy for who and how to handle this 
constantly evolving landscape styles of cyber threats — from phishing scams, 
bots, distributed denial of service attacks, ransomware, and a host of insider 
threats. 

The wake up calls are a long list of mega breaches from Anthem, Target, 
Home Depot, Sony in industry to the Office of Personnel Management in the 
federal government. Millions of accounts with personal information have been 
compromised.  In 2014, a report found that forty-three percent of companies 
had suffered cyber breaches.21  A more recent survey of General Counsels  
(GCs) reported that forty percent of GCs had experienced a breach.22  It is easy 
to surmise that the numbers would be much larger if all breaches had to be 
reported.

Hiring Subject Matter Experts on Cybersecurity

A first action item that applies well to any company is to hire outside, subject 
matter experts (SMEs) who understand policies, compliance, technologies, 
and the protocols of cybersecurity risk management. The SME’s could be 
lawyers. They could be cyber risk consultants. Keeping up with cybersecurity 
threats is often daunting and requires a special effort. And there is often no 
“right answer.” The overriding goal should be to always minimize risk by doing 
information security due diligence. There are a wide variety of architectures, 
systems, regulations and jurisdictions to navigate. Adaptability and scalability 
to upgrade to new security technologies and processes is a significant 
challenge.  If audit committees can hire their own accounting experts, there 
is nothing preventing a board from hiring its own cybersecurity expert.

As the capabilities and connectivity of cyber devices, including BYOD, has also 
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grown exponentially, so have the cyber intrusions and threats from malware 
and hackers requiring restructuring of priorities. The cyber threat includes 
various criminal enterprises and adversarial nation states. A change in the 
cyber risk environment has corresponded with a heightened investment in 
threat awareness and information-sharing. Outside SMEs are a particularly 
valuable component for evaluating the threat horizon and vulnerabilities. It 
can be a big benefit to bring in outside SMEs who can “think outside the box” 
and bring new perspectives so that they can stimulate and mobilize business 
strategies and protect those strategies from harm or theft as a result of a 
cyberattack.

Creating a Collaborative Framework for Communications and Planning

Interoperable communications are really the biggest disconnects in company 
leadership when it comes to cybersecurity. It could be characterized as 
C-Suite executives are from Mars and corporate CTO/CIO shops are from 
Venus. To each other they are aliens. They certainly do not speak the same 
language and the focus of their serious concerns often differs. This can be 
ameliorated by establishing a shared framework between the C-Suite and 
the IT professionals of operations that includes means for communication 
and most importantly, a shared strategy. Collaborative communications are 
critical. But plain English non-technobabble communications are king.

The interoperable communications element is a mutually conceived strategy 
plan. From the very start, that plan should identify by name the corporate 
decision-makers and spell out responsibilities. After that is established, the 
working process can begin. A primary goal for the CTO and CIO and SMEs 
should be to educate the Board. This means communicating a top down or 
bottom up framework on what constitutes the cybersecurity ecosphere in 
lexicon that is understandable. The themes of the framework should include 
protecting data, corporate IP, and establishing governance. Very often we use 
the NIST Cybersecurity Framework (CSF) for this purpose, as it fits the bill of 
not only a comprehensive cybersecurity plan, but it is written in a fashion that 
all constituencies within the business can understand.

Developing an understanding and creating an effective cybersecurity 
operational strategy really depends on a Ying/Yang formula; you need the 
technical people who understand the street view challenges of industry 
from an engineering perspective and you need the executives who run P&L 
to facilitate the operations and go to market efforts, to sign off on a clearly 
defined plan that aligns all business elements, including marketing and sales, 
with cybersecurity. Cybersecurity cannot just be an afterthought. It needs to 
be baked in from the start of any cyber project or effort to achieve something 
akin to “security by design.”
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A successful collaborative strategy requires stepping up assessing situational 
awareness, information sharing, and especially resilience. In C-Suite terms, 
that is the price tag for staying in business. In IT terms this may include 
operational components of encryption, biometrics, smarter analytics, 
and automated network security, machine learning, identity and access 
management solutions,cyber certifications and training, network monitoring, 
and incorporating NextGen layered hardware/software technologies for the 
enterprise network, payload, and endpoint security. It is best if the plan is 
calibrated by outside SMEs, the CTO, and CIO for specific Cybersecurity 
requirements.

Also, it is imperative that any strategy and plan include working mechanisms 
for operational incident response, gap analysis, resilience, and audits. 
Cybersecurity is integral to brand reputation and no matter what, breaches 
will happen and how quickly and effectively a company responds will be a 
consequence to the bottom line and to shareholders.

Implementing the Plan: A C-Suite-CTO/CIO/SMEs Cyber Security Framework 

It is one thing to talk and another thing to do. All talk and no action means likely 
cyber breaches. Speed and agility are paramount in addressing incidents and 
without organization those elements cannot be actualized. Minutes matter. 
The greater the length of time the attacker is on your network (something 
called “dwell time”), the longer he or she has to do damage or steal your stuff.

While the framework below is not totally encompassing or practical for every 
situation, it is an example framework that can be adapted into a working plan. 
It might not be the Picasso of cybersecurity plans, but for many companies and 
small to medium size businesses (called “SMB’s” in the trade), the information 
below is a great start. Simply put, it is something the organization can rally 
around. It can also help ease some of the communication disconnects and 
can be a basis for a common language list of priorities for the C-Suite-CTO/
CIO/SMEs corporate team.  Here are some tips to help establish priorities and 
create scope:

• Identifying what data is required to run (or supercharge the business 
through data analytics), where the data is located, and establishing a 
defined protocol how to protect it
• Defining and monitoring the threat landscape to the company (both 
inside and outside threats)
• Crisis and risk management (identifying, assessing and responding to 
threats), i.e. NIST Framework: Protect, Detect, Respond, Recover
• Modernizing security architectures to safeguard systems and data 
from lateral attack
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• Better encryption and biometrics (quantum encryption, keyless 
authentication)
• Automated network-security correcting systems (self-encrypting 
drives)
• Technologies for “real time” horizon scanning and monitoring of 
networks
• Access and Identity Management and Control
• Endpoint protection
• Diagnostics, data analytics, and forensics (network traffic analysis, 
payload analysis, and endpoint behavior analysis
• Advanced defense for framework layers (network, payload, endpoint, 
firewalls, and anti-virus
• Enterprise and client Network isolation to protect against malware, 
botnets, insider threats. 
• Employee awareness programs an training
• Cyber Insurance
• Audits whether they be from Internal Audit or external audits with 
appropriate scoping, as we need to remember that attackers aren’t 
subject to scoping restrictions.
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THE #CYBERAVENGERS PLAYBOOK TIP:
Demistifying Cybersecurity

We conclude here by noting the obvious: unlike other areas of corporate 
governance, cybersecurity is a fast-moving target that often makes no 
sense to the layperson. And in the cybersecurity ecosystem, things change 
at a moment’s notice, quarter-to-quarter.  What was a good cybersecurity 
defensive strategy in one quarter might turn out to be a liability in the next 
one. Businesses are used to pivoting with business trends and the economy, 
but cybersecurity tends to often show up unexpectedly and on a dime (very 
often in a zero-day attack). Cybersecurity is hard stuff, but that’s why we are 
here to interpret, help and guide.

Security leaders need to take the mystique out of cybersecurity for layperson 
C-suite members and the board of directors. By using numbers and analytics 
(like, e.g. talking about the number of security incidents and events every 
quarter, and the number of breaches), CISO’s and CSO’s can begin to speak 
the language of board members. By clearly identifying risks, CISO’s and CIO’s 
can bring practical reality into the board room. 

Our final point is this chapter: keep improving your communications about 
cyber risks. Let’s face it. Cybersecurity is everyone’s problem, not just IT’s 
problem. We will keep on saying this repeatedly because that’s the truth.  
Cyber risk must be dealt with decisively or it can swamp a company real 
quickly. Cyber risk must be communicated by the CIO’s and CISO’s in a plain 
English fashion.  If you see too much jargon, be careful.  There may be ulterior 
motives behind it (protecting space, inability to properly address the issue, 
buying time, and so on).  The Board cannot allow this situation to continue.

Board members must consider and guide on how to deal with cyber risk, just 
like in any other area of enterprise risk management. Board members must 
ask questions and become engaged or bad things will happen, as we have 
already seen.  It is never too late to “pump up the volume” on cybersecurity 
communications within any company.  Use whatever peacetime you have 
wisely. 

KEY TAKEAWAYS:
1) Push back on jargon and tech talk.  There is no reason to be 
intimidated by it.  You need to know what’s going on in plain English.  
You don’t need to understand why hurricanes happen, but you need 
to know what sort of damage they can cause to you, ways you can 
improve your preparations, and ways you can recover quickly.  Same 
notion applies to cybersecurity.
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2) Cybersecurity is not an exclusive space reserved for IT professionals.

3) The Board and C-Suite are going to have to get their hands dirty 
and learn the basics.  But knowing those basics will go a very long 
way.
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21  USA Today (2014) 43% of companies had a data breach in the past year 
 https://www.usatoday.com/story/tech/2014/09/24/data-breach-companies-60/16106197/
22  Corporate Counsel: Almost Half of GCs Have Dealt With a Data Breach, Survey Says 
 https://consero.com/corporate-counsel-almost-half-of-gcs-have-dealt-with-a-data-breach-survey-says/ 
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THINGS TO LOOK OUT FOR IN THIS CHAPTER:
1) You do not need to be an IT whiz to ask the right questions.

2) If you are not getting straightforward answers, keep pressing for 
them.

3) Have a plan ready – that you have tested! – for when the lights go 
out.

4) Learn more about your data: what is it, why does it matter, 
where does it sleep at night.

5) There are a lot of questions in this chapter.  Don’t expect answers 
from us because every organization has different needs, but we 
expect you to ask these questions of your IT staff.  And if they can’t 
answer them, you have something big to worry about.

6) Identify, protect, detect, response, recover.  Learn.  Repeat.  
Memorize.

4
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A Director’s Oversight Duties Over Enterprise Risk 
Management and Cybersecurity

This section is where the rubber meets the road as far as we are concerned 
and where previous discussions on cyber risk (mentioned in Chapter 2) 
generate the cyber policy and procedures that you should have as an 
organization (or must have if you are a regulated entity). And this section is 
where the recognition of residual cyber risk — which we fully expect there 
will be — should generate questions and discussion towards the purchase 
of cybersecurity insurance to transfer such risk to an insurance carrier for a 
premium.

We caution here that these questions are somewhat generic for the moment. 
We don’t know your network as well as you do (at least not yet), and thus 
we don’t know what cyber policies and procedures you have already. This 
chapter is thus written from the point of view that you might not have a lot 
of knowledge about your company’s cyber policies and procedures, and even 



better, you might not have a lot of knowledge about cybersecurity in 
general.  But we are here to help (and email us should have you have specific 
questions). Finally, you will recognize some of these questions from the NIST 
Cybersecurity Framework (CSF). That is no accident. We want you to use the 
Framework as much as you can, and many of these questions will lead you 
towards adopting the Framework at least in spirit. So here we go!

Identify Questions

What are the company’s most important IT and IP assets? Is it credit card 
and customer information? Is it healthcare information? Is it plans for a new 
electric SUV or a next-generation armored tank?  How is this information 
valued by the Organization? What does this mean? 

Well, not all data is alike. For example, if a “lesser quality” of data is stolen that 
might be one problem a company needs to face? 

Wait a minute!  What is “lesser quality” of data?  Well, that depends on your 
business.  Employee work schedules may not be of great concern to a retailer, 
but they could be of huge concern to a security facility.  So if the data that has 
been stolen are the plans to your new electric SUV, and you think the Chinese 
may have stolen them, then you potentially have a company threatening 
problem on your hands. If you are a worldwide retailer of goods or apparel, 
and  you collect data from European Union citizens, that will be another 
problem to be dealt with by May 2018 (and hopefully sooner). Ranking is 
important. Ranking stimulates discussion of risk and budgetary resources to 
protect the assets. And risk stimulates discussion of compensating controls.

Next: where is my data being stored?  This is an excellent question. Some 
answers:

• On premises;
• The cloud;
• A hybrid cloud;
• All of the above.

Each scenario comes with its own series of separate questions.  For example, if 
your data is in the cloud, you will have to worry about what country the servers 
hosting the cloud are located. We raise this question here in anticipation of 
our later discussion of the GDPR, in Chapter 7.

Though not generally thought about as an Identify issue, a board member 
should also inquire what risks the company faces from cyber-attacks aimed at 
stealing its more important stuff. Are those risks nation state attacks? Or just 
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insider threats (either negligent insiders, who click on the link, or malicious 
insiders who want to steal your stuff)? Knowledge of “attack” risk plays into 
the concept of cyber risk, which plays into the rest of our questions below.

What regulations is my company or organization under for cybersecurity? 
SEC OCIE, FINRA, GLBA, HIPPA? Regulatory risk is party of cyber risk. And 
regulatory risk may drive the protect element of the Framework.

Arguably the identify questions are the most important ones a board can ask. 
If the company doesn’t know all the types of assets it has, and where they are 
located, then planning a cyber defense around these assets is no different 
than scrambling eggs for breakfast but forgetting the eggs.

Protect Questions

If “Identify” question are No. 1 on the list, “Protect” questions are a close second 
in importance. These questions cover both people questions, and hardware/
software questions. Most important they cover “vulnerabilities,” i.e. potential 
weakness in processes and procedures that need to be fixed, controlled for, or 
insured for by the purchase of cybersecurity insurance.

When was the last time the company did a cybersecurity vulnerability 
assessment? Who did it? What were results? Vulnerability assessments show 
potential holes and weakness in network defenses, policy and procedures. 
Now doing vulnerability assessments might be viewed as a bad thing by 
some (it takes time, you actually have to do something about it, you may 
be exposing yourself to liability, you know, a sort of “see no evil, hear no evil” 
type mentality), it’s actually a good thing and most welcome them. Indeed, 
wouldn’t you rather know of a weakness in your network defense before some 
attacker took advantage of it first?

When was the last time your organization did a compromise assessment? 
Meaning an assessment to see if you have already been hacked? Yes, already 
hacked. Getting back to earlier conversations many companies don’t know 
they have been hacked until months later, and by that time the attacker 
has cleaned up your piggybank. Again, compromise assessments are a good 
thing, not a bad thing. Wouldn’t you rather know first because some third 
party, like the FBI or DHS reached out and told you first? Anything you can do 
to mitigate damage to your network is a huge bonus.

How many times does your company perform spear-phishing and social 
media website training? Once a year? Twice a year? Quarterly? (We hope it’s 
the last option.)
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As we noted early, employee training is a must have, and most regulators will 
look for evidence of email and social media training, especially since this is the 
primary vector of attack in many areas (including the US). Please don’t click 
on the unknown links or attachments sent to you from weird sounding email 
addresses (or even spoofed real addresses). Nothing ever good has happened 
to anyone clicking on the link, except a major case of foot in mouth disease. 
Better yet, invest in email filters to prevent malicious email from ever getting 
to the desktop.

What identity and access management procedures does IT follow? Does 
everybody get a password and administrative privileges, or are administrative 
procedures tightly controlled? Why is this important? Password theft is 
rampant. Most passwords are eminently hackable.  Remember when Tony 
Stark took Colonel Rhodes to school in Ironman 3?

Tony Stark: I’m gonna find a heavy-duty comm sat now, I 
need your login.
Colonel James Rhodes: It’s same as it’s always been, 
“WarMachine68.”
Tony Stark: And a password, please.
Colonel James Rhodes: Well, look, I gotta change it every 
time you hack in, Tony.
Tony Stark: It’s not the ‘80s, nobody says “hack” anymore. Give 
me your login.
Colonel James Rhodes: “WAR MACHINE ROX” with an “X,” all 
caps.
Tony Stark [laughs]
Colonel James Rhodes: Yeah, okay.
Tony Stark: That is so much better than “Iron Patriot.”

I probably could have guessed that. My young son could have guessed that. 
And we’re “really” going out on a limb here, but we’re willing to bet Rhodie 
was born in 1968.  This is one of those cases where the movies really mimic 
reality!

More questions: does your organization practice multi-factor or two-factor 
authentication, meaning a password and then some other random generated 
password that they get on their smartphone? As we noted in No. 4 above, most 
passwords stink. Having two-factor authentication is better. Having some sort 
of monitoring system to tell location of sign-on’s is even more helpful. Did 
your NY-based employee sign on from home in Garden City, Long Island, or 
Estonia? If Estonia, then “Houston, you have a problem.”

A generic question that must be asked is “how old is our network?” It is generic 
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because many networks are a hodgepodge, stuck together with scotch tape 
and Elmer’s glue. We ask the question too because there have been plenty of 
advances in network architecture in the last 10 years. We have gone from a 
total “on premises” environment to the cloud (either in total or in part). In fact, 
we prefer the cloud for many reasons over on premises for many types of data. 
Its more efficient, cheaper and (all other things being considered) probably 
safer for your business.

Detect Questions

What intrusion detection solutions does your organization use? Signature 
based? Firewalls logs? Whitelist and blacklist policies? These are all fine and 
good and dandy, but old-fashioned methods meant to only stop the most 
ordinary of attacks.  We are not seeing many ordinary attacks today.

Does your company use User Behavior Analytics (UBA) to monitor the activities 
of its users? We strongly recommend this given the plethora of password 
generated thefts and attacks we see weekly. UBA generates a baseline for 
normal activities. For instance, one of us may normally sign in from home in 
the evenings, but go to bed around 10 PM ET. If a UBA solution saw me sign 
in from Estonia, at 3 AM ET, that would generate a red-flag. If that sign-in 
resulted in theft of 20 KB of data, then we have a big problem on our hands.

Does your company use more advanced machine learning tools like AI, 
Machine Learning or Cognitive Computing to advance its protection and 
detection capabilities? We hope the answer to this question is yes. See 
book 2.0, Chapter 6 (from our January 2017 book, Take Back Control of Your 
Cybersecurity Now: Game Changing Concepts on AI and Cyber Governance 
Solutions for Executives)23 for a fuller discussion of these solutions. We highly 
and strongly recommend them. Especially today.

New in many federal regulations (and in some State regulations as well, like, 
e.g. the New York Department of Financial Services Cybersecurity Regulations) 
are cybersecurity procedures for third party vendors/trusted third party 
consultants and advisers. The regulations require full diligence around access 
by these groups of individuals, what privileges they have, and how they need 
to protect your and their data. Third party vendor breaches are very numerous 
(Target, Home Depot and Netflix for example). This is a big problem, and the 
NIST recently tried to address it head on in the Cybersecurity Framework 1.1. 
Expect more to come on this topic from the #CyberAvengers in Book 3.0.
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Respond and Recover Questions

We packaged these two items together because they go hand in hand. If 
you have been breached already, or have been breached but don’t know it 
yet, then you are probably aware of the need for incident response, business 
continuity and crisis communications plans. All fit like hand in glove. You 
can’t have only one of the three. You need three of the three.

Incident response plans are plans that deal with various incidents (ransomware, 
malware, spear-phishing, DDoS attacks) and what the organization does 
about them. They would be too hard to explain in a paragraph, but in sum, 
they are like mini-cyberattack playbooks. For instance, they will explain who 
takes charge, who notifies the board, and who works with outside entities 
like the FBI and Secret Service. Incident Response plans should be updated 
frequently and practiced often.

Business continuity planning means: how do I get back online ASAP? Do I 
have back up tapes or media? Did my backup procedures require the backup 
media to be segmented away from the main network so they will remain 
safe from ransomware attacks? Where are they located? How quickly can I 
reboot my network? If you don’t have back up tapes or media, then please 
see us after school for detention. 

One last note here: some organizations are forward thinkers and have a 
service called DRaaS, or disaster recovery (DR) as a service. A “hot” DR site 
can be cut over to immediately if something bad happens. It is a clone of 
your network. It can significantly increase your ability to get back on line. 
Business continuity planning could also involve the purchase and planning of 
cybersecurity insurance as well to pick up what could be very extensive costs 
of remediation, litigation and regulatory investigations.  

But all these solutions come with questions too.  For example, if you use a hot 
site through a DRaaS provider, what happens if there is a wide scale incident 
that impacts multiple organizations outside of your own?  Chances are that 
you are not the only client of the DRaaS.  Do you get kicked down in priority 
because other clients have paid a premium that you do not know about?  Is 
there some force majeure clause that leaves you whistling in the wind?  So 
when your IT staff says “we have a hot site” set up, you better be ready to 
follow up with “would we ever have to share that hot site with anybody else?”

Crisis communication planning should also push out your line of questioning.  
A fan out list to contact employees and clients may not be enough.  You 
may need to communicate with the FBI or other government agencies and 
other stakeholders.  Having these communications plans prior to an attack 
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is a necessity.  The bigger the breach, the larger the potential reputational 
problem the company may have, so you need to be ready to jump on a 
moment’s notice.  And if your crisis communications plan does not include 
a social media strategy, we will quote Red Skull from Captain America: YOU 
ARE FAILING!
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THE #CYBERAVENGERS PLAYBOOK TIP:
Ask Questions and Lots of Them

Believe it or not, we kept the above list short and to the point.  But these are 
some of the most important questions we want you to ask to get a better 
handle on the cybersecurity posture of your company.  It’s worthwhile to think 
of “the day after” the dust settles from your breach.  Somebody (shareholders, 
the courts, Congress) may very well ask the same questions we just posed.  
We don’t know what their response to your answers will be, but if you answer 
“we don’t have an answer” we are willing to bet that they will not be looking 
at you in favorable fashion.

KEY TAKEAWAYS:
1) Ask questions.  And then ask more questions.

2) Don’t be paranoid, but have a plan for when things go wrong.  And 
by plan we mean one that you test, update, and refresh regularly.  
And by regularly we don’t mean quadrennial!

3) Cybersecurity challenges change fast.  That means you need to be 
able to change fast too.
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23  Take Back Control of Your Cybersecurity Now: Game Changing Concepts on AI and Cyber Governance  
 Solutions for Executives: Paul A Ferrillo, Christophe Veltsos. ISBN: 9781520658728 
 https://www.amazon.com/Take-Back-Control-Your-Cybersecurity/dp/1520658729
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THINGS TO LOOK OUT FOR IN THIS CHAPTER:
1) Lessons learned from 2017 breaches.

2) How you value your data tells you a lot about how you value 
cybersecurity.

3) Stay agile, stay up-to-date.

4) If you’re not preparing for the worst, you’re not preparing.

5) Bad guys move fast and they move cheaply.  That should worry 

5

52

So Far in 2017,
The Year of Ransomware (Part I)

We start this chapter by priming you with some questions:

• Do you view cybersecurity as an IT issue or an overall business risk, 
and how does this risk compare to the company’s other risks?
• Are you familiar with what ransomware is and do you believe this is 
a significant risk to the company?
• How would a successful ransomware attack impact our company’s 
operations and our customers operations?
• What is the company’s patch management policy and how quickly 
are critical and ordinary security updates installed?
• Is the company using any software that is unsupported and no longer 
receiving security updates?
• Does the company have redundant backups that are not connected 
to the network, either in the cloud or on separate drives?
• Does the company have a cyber risk management program and what 
is being done to ensure it is evolving to keep up with evolving threats?

Now that we have done that, let’s look at how these questions pertain to the 
current landscape.  

Note: why do we say “Part I” here?  Because just like in The Empire Strikes Back, 
we may get a doozy (“Luke, I am your father”) that none of us saw coming in 
2018.  And for framing, it is good to think of cybersecurity the same way you 



would think of an on-going comic book series or Saturday morning serial.  
Cybersecurity doesn’t “begin and end”…it just goes on, so make sure you keep 
track of the characters and storylines, because you never know when they 
may crossover into your universe.

Lesson 1: Security is not optional. Security of network and information is 
now a critical part of business and a failure to do so is not an IT problem, it 
is a business problem.

If 2017 has taught us anything, it has proven – hopefully for good! – that 
cybersecurity is not optional.  Cybersecurity is mandatory for businesses that 
do business online or are connected to the Internet in any way.  It does not 
matter what industry your company is in, whether it is high-tech, low-tech, or 
even no-tech.  Sure, if you’re running your company with nothing more than 
a stone tablet, a hammer, and a chisel, you may think you’re okay, but what 
happens when your tablet, hammer, and chisel suppliers have a break in their 
systems and can no longer deliver to you the parts you need to do business?

Don’t ever be mistaken about this fact: if your business is online, you are a 
target.  Period.  And don’t forget this fact: if you rely on a supply chain that 
does business online, you may have adopted their risk posture whether you 
want it or not, or realized it or not.

We’ll say it again: cybersecurity is not just IT issue; it is an overall business 
risk issue. This is so because cybersecurity problems are not just IT problems, 
they are business problems that impact every aspect of your company. If 
your company’s computer network and data were not helpful, you would not 
have it. If you and your employees do not have access to your computers or 
your data, the impact is felt by your company as a whole – not just your IT 
department. Many companies have learned that lesson the hard way in 2017.

In the past, most people thought of the words cybersecurity and data breach 
as referring to situations where a bad guy would “hack” into a company’s 
network and steal its data—data that had some measure of value on the 
cyber black market, i.e., the DarkNet. The bad guy would then monetize this 
crime by selling the data on the DarkNet to someone who would use it for 
fraudulent purposes to also make money. The profit was in stealing data and 
selling it which required that the data have enough value to make it profitable 
for the bad guy. This was often how it worked (certainly in the big breaches 
that received a lot of news coverage) and it led to many company leaders 
having the mistaken belief that if their company did not have valuable data, 
they would not be a target for hackers.

Those who fooled themselves into believing that their companies did not 
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have valuable data and, therefore, were not at risk, were wrong. They did not 
understand that all data has some value on the DarkNet.

They also did not understand that hackers are opportunistic and take 
anything they can get, even if it is just using one company as an access point 
for launching an attack on another, such as how the bad guys attacked Target 
by using its vendor Fazio Mechanical, the small HVAC provider for some of its 
stores. Would you want to be in Fazio’s position for your largest customer? 
But, that was then.

Lesson 2: If your company has a computer or data, it is a target for attackers, 
even if you do not think your data is “valuable.” Ransomware has proved 
this for us. 

Back in 2016 we started seeing this thing called ransomware, even though 
some of us were aware of capabilities to hold your data as ransom for some 
time. But in now 2017, ransomware is more or less making itself into daily 
language, so a quick recap of ransomware is worthwhile.

Cybersecurity is generally understood to involve three primary objectives, 
called the CIA Triad. The three objectives are protecting the network and data 
to ensure (1) confidentiality, (2) integrity, and (3) availability. The data breaches 
of the past that typically focused on stealing data involved the confidentiality 
aspect. 

During 2016 we saw cyber criminals evolve their tactics to not just monetize 
hacking through stealing and selling data, but through extortion – taking 
away the availability of your data and your customer’s data. While ransomware 
attacks can still be coupled with stealing data, and some of the new variants 
of ransomware do exactly that, it is not its primary mission. Its mission is 
to take away the availability of the data. The bad guys behind ransomware 
attacks then use good old-fashioned extortion to make money off of it. How?

• First, they infect a company’s computer network with malicious 
software that will encrypt all of the data on the infected computer as 
well as network of other computers and servers that are connected to 
it. 
• Next, they execute the software so that the data on the computers 
and network are encrypted which means that they are now useless. 
The computers do not work. The data is now locked down and useless, 
even if it is copied on to another computer. 
• Then, the bad guys demand the payment of a ransom to get the 
“key” to unlock the decryption and decrypt the data. In their ransom 
demand, they almost always require the payment to be in Bitcoin and 
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they threaten that if it is not paid within a certain time, the demand 
amount will escalate and then, after a week or so, if it is still not paid, 
the decryption key will be destroyed and all of the data that has been 
held hostage will be permanently destroyed.

While we have been seeing the impact and effectiveness of ransomware in 
our work for quite some time, the first half of 2017 has seen two ransomware 
attacks that had a significant global impact: WannaCry and Petya/Notpetya.

On May 12, 2017, the WannaCry ransomware attack began and quickly spread 
to impact more than 230,000 computers in over 150 countries, shutting down 
networks and companies in its path. While its impact was substantial, it could 
have been a lot worse. The campaign began on a Friday and by the following 
Monday, a security researcher discovered a kill switch that slowed the spread 
of the attack. 

WannaCry garnered a lot of attention because it used an exploit that 
targeted vulnerabilities in Microsoft Windows operating systems that had 
been previously discovered by the United States National Security Agency, 
called EternalBlue. Because the NSA kept the vulnerability secret instead 
of disclosing it to Microsoft immediately (they did disclose the vulnerability 
in March 2017, and Microsoft later issued a patch), a vigorous policy debate 
ensued that, unfortunately, took attention away from a very important 
cybersecurity lesson: timely installation of security patches and avoiding the 
use of outdated, unsupported software. 

Lesson 3: Install patches / security updates quickly and do not use outdated 
operating systems.

On March 14, 2017, after learning of the vulnerability used by the EternalBlue 
exploit, Microsoft released a security patch that fixed the vulnerability for the 
operating systems that it continued to support. As with all security patches 
however, there is a critical step required for them to be successful: getting 
installed on the computers!

And then you have another problem: some are still using very old systems 
(“very old” in computer talk can mean 5-7 years in some cases).  Therefore, 
for those who were using operating systems that were too old and Microsoft 
stopped support (e.g., Windows XP, Windows Server 2003), there were no 
patches available.

When WannaCry hit on May 12, 2017—nearly two months after Microsoft 
released the patches—it hit computers that had not been patched or that 
were running operating systems that were too old for Microsoft to even 
continue to support. In all the discussion about “who did what to whom and 
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when” and “computer worm spreading from computer to computer” and the 
like, people generally missed the most important point: installing security 
patches within a reasonable time (certainly less than two months) and using 
modern supported operating systems would have prevented WannaCry from 
impacting their companies.

On June 27, 2017, the Petya (or NotPetya, as some have called it) ransomware 
attack began in the Ukraine and quickly spread to impact a vast array of 
organizations. Examples of those impacted are the Ukraine Central Bank, a 
Ukraine international airport, Russia’s largest oil company, Maersk shipping 
company, Cadbury chocolate factory, Merck pharmaceutical company, 
healthcare organizations in the US, and even a top global law firm. Even more 
alarming were reports that some computers associated with the Chernobyl 
nuclear power plant had to be taken offline.

Like with WannaCry, Petya spread by taking advantage of the same EternalBlue 
exploit—the one that could have been prevented by timely installing security 
patches and not using outdated operating systems. Ultimately, Petya did not 
have the impact that many initially feared it could have had; hopefully this is 
because companies had learned these lessons from WannaCry. 

WannaCry and Petya are high profile examples but overall the use of 
ransomware has reached pandemic proportions. The tools needed to run 
ransomware campaigns are easily and cheaply available to bad guys all over 
the world. Some do it yourself kits available on the DarkNet for sale for as 
little as $50 to skilled hackers and amateurs alike. The targets are plentiful 
because virtually any company (or individual, family, organization, etc.) that 
uses a computer can be a victim. Executing a ransomware attack does not 
require any particular level of skills or sophistication and most attacks are 
executed by doing something as simple as sending a phishing email that tricks 
somebody in the company into clicking on a link in the email or downloading 
an infected attachment, which could be a commonly used Microsoft Word or 
Excel document or a .pdf file. 

The fallout that companies face in dealing with a successful ransomware 
attack is just as problematic due to lack of preparation. So, for those who feel 
they are not prepared, what do they need to do? 

As you read this, pause for a moment, close your eyes, and think about these 
questions and how they may pertain to your company:

• What would you do if your company could no longer access or use 
all of its data? 
• What about your customers, clients, or patients’ data – what would 
you do if that were no longer accessible? 
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• What about your company’s intellectual property—especially if it has 
one or a few digital assets that are the most valuable assets of the 
company? 
• What if your company is a technology-based company that is in the 
business of providing services to other companies and relies on having 
your company’s services being secure and operational, what would you 
do?

Think about this in the context of your company and its business. What would 
you do if all of a sudden you had no more computers, no more data, and 
you could never get it back—all of a sudden you are doing business like Fred 
Flintstone back in the Stone Age. Would that have any impact?

Are you willing to risk your company’s future to trusting some hacker who 
promises that if you pay his extortion demand, he will give you the decryption 
key to bring your company back to life? What if he doesn’t keep his word? 
What if you pay the ransom and he can’t undo the problems he has caused 
because he bought his ransomware kit for $50 and has no idea how it really 
works? Isn’t your company worth more than this?

Lesson 4: If you want to keep it, #BackItUp!

Now, more than ever, every single organization must understand that they are 
at risk and those running the ransomware campaigns do not care what kind 
of data it is or how valuable it may be for sale on the DarkNet. Remember, 
they aren’t trying to sell it – they don’t have to in order to make money. They 
extort companies by taking away the availability of their data to force them 
to pay to get it back. While we hope that you will use good cyber hygiene 
and keep your company from getting hit with ransomware, what if it does 
happen? Is there anything you can do to prepare for that?

Yes, the answer is to back it up. The best way to defeat a successful ransomware 
attack, whether for your company or for your family computer, is to have 
backup copies of the data that is being held hostage. Then, you can delete 
the encrypted data and restore it from the backup copy. 

As we have discussed, hackers are always evolving their techniques and it did 
not take long for them to learn that backups was defeating their ransomware 
attacks. The hackers then began to change their tactics by finding ways to 
first infect companies backups, when they are accessible, and then executing 
their encryption on the primary network. Then, when the company realizes 
it has been hit with the ransomware and thinks that restoring from backups 
is an option, they learn they too have been encrypted. Because of this, it is 
important for companies to have their backups segmented from the network, 
either in the Cloud or on external drives that are not connected. 
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Also, we cannot overemphasize the need for having multiple levels of backup 
redundancy. We have seen cases where it has been the third or even fourth 
level of backup redundancy that saved the company from a ransomware 
attack. If your company’s data is important (and you better know it is!) 
#BackItUp – in several places.

Lesson 5: Cyber risk is always evolving. Companies must continue to evolve 
and mature their cyber risk management programs.

It’s time for a reality check when it comes to cybersecurity. There’s a lot of 
hype out there and a lot of misinformation, especially by the new experts and 
those who have something to sell. Many talk about winning at cybersecurity, 
tricks and gimmicks that will “guarantee” security, products, services, and 
gadgets—you know, the “proprietary solutions”—that will stop the attackers 
and make your company secure. The lure of fool’s gold, the magical mystical 
snake oil, and the Nigerian Prince’s millions all prey upon powerful emotions 
and entice many but the outcome is always the same. There simply is no easy 
way to get cybersecurity. 

With cybersecurity there is no single problem that can be fixed because 
there are human beings to counter and defend against as well. The cyber 
threat exists because there is an active adversary—other human beings—that 
is persistently attacking and evolving its methodologies. Until these human 
beings stop attacking, the threat will not stop. As long as there is money to 
be made at it, these human beings will not stop attacking. And every time 
we come up with a new way to stop their attacks, they will do what Sun Tzu 
taught thousands of years ago and adapt and evolve how they attack. 

This means that your company must continuously defend itself and must 
always be evolving its strategy, methodologies, and defenses to counter 
this active and evolving adversary. Your company must also continually 
assess itself (in something called a “vulnerability assessment”) in order to 
understand where your network might be breached or hacked. And fix those 
vulnerabilities in order of priority. STAT. This is a never-ending process your 
company must have a cyber risk management program and must continue 
to mature it by adapting and evolving to continue to be effective against the 
evolving tactics of the attackers.
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THE #CYBERAVENGERS PLAYBOOK TIP:
Float Like a Butterfly or Be Stung by The Monster

There is no static goal to cybersecurity, no finish line, no final buzzer, no 
ultimate destination. There is no Cyber Nirvana. Until there are no longer 
people who use the cyber domain for bad things, companies must understand 
this and resolve to be fully engaged in this battle. Whether that day will ever 
come, who knows, but until then we all have our work cut out for us.

KEY TAKEAWAYS:
1) There are severe costs for being idle.  Being static is a sure way to 
turn you into roadkill.

2) There is a “wild west” mentality in parts of cyberspace, so get used 
to it because we do not see a change in sight.

3) Don’t delay updating and patching.  Get the resources you need to 
test and deploy patches quickly.

4) For the love of all things fuzzy and cute, #BackItUp!

5) Do you value your data?  Prove it.
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THINGS TO LOOK OUT FOR IN THIS CHAPTER:
1) You need resources to do this right, but doing it right will go a 
long way.

2) Cybersecurity evolves; so do Incident Response and Business 
Continuity Planning.

3) Know the phases: I) preparation, II) detection and analysis, III) 
containment, eradication, and recovery, and IV) post-incident 
recovery.

4) Don’t fear tech lingo in this chapter.  It is stuff you need to know.

6
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Incident Response and
Business Continuity Planning

The first rule of Incident Response is to never stop talking about Incident 
Response (hereinafter, “IR”). Rule 2 is to never stop practicing your incident 
response plan. In today’s world, it’s not a matter of what we do if a breach 
happens, but rather what we do when a breach happens. Statements like 
this are not meant to scare us, but rather to make us aware, and increased 
awareness should lead us to increased preparedness. Step one to IR 
preparedness is to admit and accept that security breaches will happen, 
and will happen even if you are doing everything right. This is simply a fact 
of doing business within today’s technological landscape. Believing that 
breaches will never happen leaves an organization grossly unprepared for 
the fallout when an incident does inevitably occur.

Within this chapter we will seek to break down an overall game plan for 
successful IR, as well as highlight some of the most essential points along the 
IR handling process path. There are many players and moving parts within 
the IR arena – many of which may seem overwhelming for folks outside of the 
tech security field – and we will do our best to break it down into simple and 
actionable items.

And so we begin.



What is an Incident? 

A computer security incident is a violation or imminent threat of violation 
of computer security policies, acceptable use policies, or standard security 
practices. Examples of incidents include but are not limited to: 

• An attacker commands a botnet to send high volumes of connection 
requests to a web server, causing it to crash. 
•Users are tricked into opening a “quarterly report” sent via email that 
is actually malware; running the tool has infected their computers and 
established connections with an external host. 
• An attacker obtains sensitive data and threatens that the details will 
be released publicly if the organization does not pay a designated sum 
of money. 
• A user provides or exposes sensitive information to others through 
peer-to-peer file sharing services.

Cybersecurity-related attacks are becoming not only more numerous and 
diverse, but also more damaging and disruptive. Because attacks frequently 
compromise personal and business data, it is critical to respond quickly, 
effectively and decisively when security breaches occur.

A well-designed IR plan is necessary for rapidly detecting and triaging of 
incidents, minimizing loss and destruction, mitigating the weaknesses that 
were exploited, and restoring IT services within certain time parameters set 
by business leaders. Such capability allows an organization to respond to 
attacks systematically so that all appropriate actions are taken each time an 
incident occurs. Another benefit to IR is the ability to leverage information 
gained during incident handling to better prepare for handling future attacks 
and to provide stronger protection for systems and data.

PHASE I: PREPARATION

The IR process begins with preparation. During this phase, an organization 
establishes and trains an incident response team and gathers the tools and 
resources needed for incident handling. A thorough risk assessment of the 
organization allows for a set of controls to be utilized to reduce the number 
of incidents that will occur. Keeping the number of incidents low obviously 
helps protect the business processes of the organization. Lax security controls 
lead to more incidents which can overwhelm an IR team and slow down the 
response process and recovery time. It’s during this time of preparation that 
we pay particular attention to risk assessments, host and network security, 
malware prevention, and user awareness and training. Strength in this initial 
phase lays the foundation necessary to set an organization up for greater 
success in subsequent phases. 

61



PHASE II: DETECTION AND ANALYSIS

Attack Vectors

The second phase - detection and analysis - begins with understanding and 
categorizing the types of attacks which an organization faces. This is vital 
because incidents can occur in a multitude of different ways. Making plans 
for every individual attack is near impossible, so grouping the incidents by 
common attack vectors is essential for creating usable response strategies. 
Below is a list of common methods of attack, and while not exhaustive, it may 
help to identify the scope of the problem at hand.

• External/Removable Media: An attack executed from removable 
media or a peripheral device—for example, malicious code spreading 
onto a system from an infected USB flash drive.
• Attrition: An attack that employs brute force methods to compromise, 
degrade, or destroy systems, networks, or services (e.g., a DDoS 
intended to impair or deny access to a service or application; a brute 
force attack against an authentication mechanism, such as passwords, 
CAPTCHAS, or digital signatures).
• Web: An attack executed from a website or web-based application—
for example, a cross-site scripting attack used to steal credentials or 
a redirect to a site that exploits browser vulnerability and installs 
malware.
• Email: An attack executed via an email message or attachment—for 
example, exploit code disguised as an attached document or a link to 
a malicious website in the body of an email message.
• Impersonation: An attack involving replacement of something benign 
with something malicious— for example, spoofing, man in the middle 
attacks, rogue wireless access points, and SQL injection attacks all 
involve impersonation.
•Improper Usage: Any incident resulting from violation of an 
organization’s acceptable usage policies by an authorized user, 
excluding the above categories; for example, a user installs file sharing 
software, leading to the loss of sensitive data; or a user performs illegal 
activities on a system.
•Loss or Theft of Equipment: The loss or theft of a computing device 
or media used by the organization, such as a laptop, smartphone, or 
authentication token.

 
Incident Indicators

For most, detecting possible incidents is the most difficult part of the IR 
process. Signs of an incident fall into one of two categories: precursors and 
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indicators. A precursor is a sign that an incident may occur in the future. An 
indicator is a sign that an incident may have occurred or may be occurring 
now. Precursors are rare, but can present themselves as:

• Web server log entries that show the usage of a vulnerability scanner.
• An announcement of a new exploit that targets a vulnerability of the 
organization’s mail server.
• A threat from a group stating that the group will attack the 
organization.

Indicators are commonplace, and as such impossible to list exhaustively, 
examples of which include:

• A network intrusion detection sensor alerts when a buffer overflow 
attempt occurs against a database server.
• Antivirus software alerts when it detects that a host is infected with 
malware.
• A system administrator sees a filename with unusual characters.
• A host records an auditing configuration change in its log.
• An application logs multiple failed login attempts from an unfamiliar 
remote system.
• An email administrator sees a large number of bounced emails with 
suspicious content.
• A network administrator notices an unusual deviation from typical 
network traffic flows.

Incident Analysis

The detection and analysis phase may be the most difficult part of IR 
preparedness. Detection is particularly difficult because not every indicator or 
precursor is accurate. Indeed, false positive alerts happen all the time to the 
dismay of the IRT. Even if an indicator is accurate, it does not automatically 
mean that an incident has occurred. Many of them signal situations that 
occur outside of the security incident umbrella, such as server crashes and 
modification of critical files. This is why it is especially important to have 
trained professionals/incident handlers working to analyze often ambiguous, 
contradictory, and incomplete symptoms to determine what has happened 
and then take all necessary actions. Without a well-trained and capable staff, 
incident detection and analysis will be conducted inefficiently, and costly 
mistakes will be made.

When the IR team believes that an incident has occurred, they should 
immediately perform an initial analysis to determine which networks, 
systems, or applications are affected; who or what originated the incident; 
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and what tools or attack methods are being used, what vulnerabilities are 
being exploited. This analysis should give the IR team enough information to 
prioritize subsequent activities.

It goes without saying that today’s cybersecurity ecosystem contains a number 
of methods to help in the incident detection and analysis phase, including 
machine learning and cognitive computing systems. Though once thought 
to be only available in the enterprise space, competition has seen a decline in 
prices of these tools. Machine learning and cognitive computing tools may not 
be everyone’s cup of tea, but they certainly should be considered in a period 
when (1) alert volumes are increasing and (2) it is becoming harder and harder 
to hire qualified cyber personnel (cf. Chapter 6 from Take Back Control of Your 
Cybersecurity Now: Game Changing Concepts on AI and Cyber Governance 
Solutions for Executives).24

Incident Documentation

An incident response team that suspects an incident has occurred should 
start documenting system events, conversations, and observed changes in 
files. This can lead to a more efficient, more systematic, and less error prone 
handling of the problem. Every step taken from the time the incident was 
detected to its final resolution should be documented and timestamped. 
Every document regarding the incident should be dated and signed by the 
incident handler. Information of this nature can also be used as evidence in a 
court of law if legal prosecution is pursued. The incident response team should 
maintain records about the status of incidents and should safeguard incident 
data and restrict access to it because it often contains sensitive information.

Incident Prioritization 

Prioritizing (or triaging) the handling of the incident is critical and should be 
based on factors such as:

• Functional impact of the incident: incidents targeting IT systems 
typically impact the business functionality that those systems provide, 
resulting in some type of negative impact to the users of those systems. 
Incident handlers should consider how the incident will impact the 
existing and future functionality of the affected systems. 
• Information impact of the incident. Incidents may affect the 
confidentiality, integrity, and availability of the organization’s 
information. 
• Recoverability from the incident. The size of the incident and the 
type of resources it affects will determine the amount of time and 
resources that must be spent on recovering from that incident. Incident 
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handlers should consider the effort necessary to actually recover from 
an incident and carefully weigh that against the value the recovery 
effort will create and any requirements related to incident handling.

Combining the functional and information impacts determines the overall 
business impact of the incident. The recoverability from the incident 
determines the possible responses that the team may take when handling the 
incident. The team should prioritize the response to each incident based on 
its estimate of the business impact caused by the incident and the estimated 
efforts required to recover from the incident. Rating incidents can be helpful 
in prioritizing limited resources.

Incident Notification

When an incident is analyzed and prioritized, the IR team will likely need to 
notify the appropriate individuals so that all who need to be involved will 
assume their roles. Incident response policies should include what must be 
reported to whom and at what times (e.g., initial notification, regular status 
updates). The exact reporting requirements vary among organizations, but 
parties that are typically notified include:

• CIO 
• Head of information security 
• Local information security officer (who quite possibly might be in a 
different location);
• Other incident response teams within the organization 
• External incident response teams or forensic providers
• Human resources (for cases involving employees, like e.g. when 
employee information (likely Personally identifiable information) is 
stolen as a result of an attack. l) 
• Public affairs or Investor Relations (for incidents that may generate 
publicity) 
• Legal department (for incidents with potential legal and notification 
ramifications) 
• Top management
• The board of directors 
• US-CERT (required for Federal agencies and systems operated on 
behalf of the Federal government; see Section 2.3.4.3) 
• Law enforcement, like e.g. the Federal Bureau of Investigations (if 
appropriate)
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PHASE III: CONTAINMENT, ERADICATION, AND RECOVERY

Choosing a Containment Strategy

Containment is important before an incident overwhelms resources or 
increases damage. Most incidents require containment, which provides 
time for the IR team to develop a remediation strategy. An essential part 
of containment is decision-making (e.g., shut down a system, disconnect 
it from a network, disable certain functions). Such decisions are much 
easier to make if there are predetermined strategies and procedures for 
containment. Organizations should define acceptable risks in dealing with 
incidents and develop strategies accordingly. Organizations should create 
separate containment strategies for each major incident type, with criteria 
documented clearly to facilitate decision-making. Such criteria might include:

• Potential damage to and theft of resources 
• Need for evidence preservation 
• Service availability (e.g., network connectivity, services provided to 
external parties) 
• Time and resources needed to implement the strategy 
• Effectiveness of the strategy (e.g., partial containment, full 
containment) 
• Duration of the solution (e.g., emergency workaround to be removed 
in four hours, temporary workaround to be removed in two weeks, 
permanent solution)

Evidence Gathering and Handling

Although the primary reason for gathering evidence during an incident is to 
resolve the incident, it may also be needed for legal actions and potentially 
law enforcement (if criminal activity is suspected). A detailed log should be 
kept for all evidence, including the following:

• Identifying information (e.g., the location, serial number, model 
number, hostname, media access control (MAC) addresses, and IP 
addresses of a computer) 
• Name, title, and phone number of each individual who collected or 
handled the evidence during the investigation 
• Time and date (including time zone) of each occurrence of evidence 
handling 
• Locations where the evidence was stored

Collecting evidence from a system of interest needs to be done as soon as it’s 
suspected that an incident may have occurred. Many incidents set off a chain 
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of events, so an initial system snapshot may be more helpful in identifying 
the problem and its source than most other actions that can be taken at this 
stage. From an evidentiary standpoint, it is much better to get a snapshot 
of the system as-is, rather than doing so after incident handlers, system 
administrators, and others have inadvertently altered the state of the machine 
during the investigation. 

Identifying Attacking Host(s)

Often, system owners want to or need to identify the attacking host or hosts, 
and though this information can be important, it can be a time-consuming 
and futile process which can prevent a team from achieving its primary 
goal—minimizing the business impact. Common activities for identifying an 
attacking host are: 

• Validating the Attacking Host’s IP Address
• Researching the Attacking Host through Search Engines
• Using Incident Databases
• Monitoring Possible Attacker Communication Channels

Eradication and Recovery

After an incident has been contained, eradication may be necessary to 
eliminate components of the incident, such as deleting malware and disabling 
breached user accounts, as well as identifying and mitigating all vulnerabilities 
that were exploited. During eradication, it is important to identify all affected 
hosts within the organization so that they can be remediated. For some 
incidents, eradication is either not necessary or is performed during recovery

In recovery, administrators restore systems to normal operation, confirm 
that the systems are functioning normally, and (if applicable) remediate 
vulnerabilities to prevent similar incidents. Recovery may involve such actions 
as restoring systems from clean backups, rebuilding systems from scratch, 
replacing compromised files with clean versions, installing patches, changing 
passwords, and tightening network perimeter security (e.g., firewall rulesets, 
boundary router access control lists). Higher levels of system logging or 
network monitoring are often part of the recovery process. Once a resource is 
successfully attacked, it is often attacked again, or other resources within the 
organization are attacked in a similar manner.
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PHASE IV: POST-INCIDENT ACTIVITY

Lessons Learned in the “Post-Mortem”

One of the most important parts of incident response is also the most often 
omitted: learning and improving before the next hack or breach. Each incident 
response team should evolve to reflect new threats, improved technology, 
and lessons learned. Holding a “lessons learned” meeting with all involved 
parties and stakeholders within several days after a major incident can be 
extremely useful in improving security measures and the incident handling 
process itself. This meeting provides a chance to achieve closure with respect 
to an incident, or multiple ones, by reviewing what occurred, what was done 
to intervene, and how well intervention worked. Questions to be answered in 
the meeting include: 

• Exactly what happened, and at what times? 
• How well did staff and management perform in dealing with the 
incident? Were the documented procedures followed? Were they 
adequate? 
• What information was needed sooner? 
• Were any steps or actions taken that might have inhibited the 
recovery? 
• What would the staff and management do differently the next time 
a similar incident occurs? 
• How could information sharing with other organizations have been 
improved? 
• What corrective actions can prevent similar incidents in the future? 
• What precursors or indicators should be watched for in the future to 
detect similar incidents? 
• What additional tools or resources are needed to detect, analyze, and 
mitigate future incidents?

Small incidents need limited analysis, but after serious attacks have occurred, 
it is worthwhile to hold post-mortem meetings that cross team and 
organizational boundaries to provide a mechanism for information sharing. 
Lessons learned meetings provide other benefits like reports for training new 
team members and updating incident response policies and procedures. 
Thoughtful analysis of the way an incident was handled will often reveal a 
missing step or an inaccuracy in a procedure, providing impetus for change.

Using Collected Incident Data

Over time, the collected incident data should prove more beneficial and 
useful. Data, particularly the total hours of involvement and the cost, may 
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be used to justify additional funding of the incident response team. A study 
may indicate systemic security weaknesses and threats, as well as changes in 
incident trends, and can be put back into the risk assessment process leading 
to additional controls. Another good use of the data is measuring the success 
of the incident response team. If incident data is collected and stored properly, 
it should provide several measures of the success (or at least the activities) of 
the incident response team. Furthermore, organizations that are required to 
report incident information will need to collect the necessary data to meet 
their requirements. Organizations may also find it useful to periodically 
audit their incident response programs. Audits will identify problems and 
deficiencies that can then be corrected. At a minimum, an incident response 
audit should evaluate: 

• Incident response policies, plans, and procedures 
• Tools and resources 
• Team model and structure 
• Incident handler training and education 
• Incident documentation and reports 
• The measures of success discussed earlier in this section

Evidence Retention

Organizations should establish policy for how long evidence from an incident 
should be retained. The following factors should be considered: 

• Prosecution. If it is possible that the attacker will be prosecuted, 
evidence may need to be retained until all legal actions have been 
completed 
• Data Retention. Most organizations have data retention policies that 
state how long certain types of data may be kept. General Records 
Schedule (GRS) 24 specifies that incident handling records should be 
kept for three years.
• Cost. Original hardware (e.g., hard drives, compromised systems) that 
is stored as evidence, as well as hard drives and removable media that 
are used to hold disk images are generally individually inexpensive. 
However, if an organization stores many such components for years, the 
cost can be substantial. The organization also must retain functional 
computers that can use the stored hardware and media. 
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THE #CYBERAVENGERS PLAYBOOK TIP:
Do Not Feel Overwhelmed

It’s easy to feel somewhat overwhelmed by the deep waters of incident 
response.  The process is an intricate one that requires much time and attention 
to detail. What we’ve provided for you is just a snapshot of a much greater 
landscape; one that requires an expert eye to truly appreciate the details 
therein. A highly trained and experienced IT and security staff to oversee and 
implement proper policy and procedure is vital to an organization’s overall 
security posture and long term success. 

The overarching question that we’re left with then is this:  Does your 
organization have the trained professionals in-house to competently handle 
such oversight?  If so, great!  That means it’s time to focus your attention on IR 
planning, implementation and practice.

But what if you do not have these capabilities in-house?  There are a couple 
common options from which to choose, including hiring and training 
your own full time security staff, or you can outsource your cybersecurity 
management and oversight to a Managed Security Service Provider (MSSP), 
but just remember, as you outsource, you need to keep on asking the questions 
we posed in previous chapters.

A MSSP can help bridge the gap between your organization’s IR capability 
and the increasing demand for consistent and high performance business 
technology security.  MSSPs bring with them highly experienced and trained 
staff ready for the IR tasks at hand so that your organization can stay focused 
on core business and not get distracted by complex entanglements.  A 
seasoned MSSP will monitor your infrastructure and proactively resolve issues 
and incidents that arise, all the while keeping your organization appraised of 
its cybersecurity posture and IR readiness.  This gives the feel of an in-house 
team without the full-time employee costs and concern. 

Your organization’s IR preparedness is not something to take lightly – in fact, 
it’s a vital and core component to a well-rounded cybersecurity posture.  The 
costs associated with being caught unprepared are devastating and growing 
exponentially with each passing day.  You cannot afford vulnerability where 
your organization’s security is concerned.  Choose to be prepared, or choose 
not to be prepared, there is no other option.  An organization will live or die as 
a consequence of this decision. Choose well! 

Wildcard Factor: Dealing with the Press and Bloggers

Traditionally, business continuity has not considered issues like social media, 
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dealing with the press, bloggers, trolls, and quite frankly, the evolution of the 
business landscape.  This is why your business continuity staff needs to be a 
type of “jack of all trades and master of a bunch of them too.”  Therefore, be wary 
of business continuity planners do that do not have a good understanding of 
your business, your revenue model, and quite candidly, do not understand 
“what makes you money.”

You see, for many companies with no stockholders or other investors a 
substantial cyber breach might never see the light of day, especially if no PII 
was stolen. But for other companies — generally larger ones with stockholders, 
those that are regulated, or those with hundreds of thousands of customers 
like Target or Home Depot — a cyber breach can cause reputational harm 
and loss of customer confidence. There are many examples of this harm, and 
we are not here to “breach shame” anyone. We are here however to advise on 
what we think is best – here, a pre-planned PR or press strategy to deal with 
press inquiries or to deal with substantial stockholder or stakeholders in the 
company. 

The worst time to prepare for such inquiries is in the middle of the breach, 
when everyone’s hair is on fire and it’s hard to find a CIO or CISO who has 
a moment to spare. Prepare sample disclosures, press releases, or regulator 
disclosures ahead of time so that they can be mobilized as soon as possible. As 
we noted above, a significant cyber breach needs to be dealt with decisively 
and rapidly. And part of dealing with it is what the public sees. As we said 
before, use peacetime wisely and prepare for the worst.  Trust us that you’re 
not being paranoid in doing so.  You’re being prudent.

KEY TAKEAWAYS:
1) There is a lot of groundwork that needs to be done, but when done 
right and an incident occurs, you will bend when others break.

2) Find out what applies to you.  There may be regulations and laws 
that require you to do certain things once an incident happens.  You 
do not want to make your problems worse than they already are.

3) Times change.  If a business continuity planner can’t help you 
create an effective social media strategy or doesn’t understand how 
you make money, they’re no good to you.  Instituting a process is only 
one of the many steps needed to be safe and secure.
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24  Take Back Control of Your Cybersecurity Now: Game Changing Concepts on AI and Cyber Governance  
 Solutions for Executives: Paul A Ferrillo, Christophe Veltsos. ISBN: 9781520658728 
 https://www.amazon.com/Take-Back-Control-Your-Cybersecurity/dp/1520658729
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THINGS TO LOOK OUT FOR IN THIS CHAPTER:
1) If GDPR applies to you, you have work to do and it won’t be easy.

2) Yes, GDPR can end up costing you, even if your business is not in 
the European Union.

3) There is a lot to digest and yes, it is important.

4) Consumers just got Thor’s Hammer in GDPR.

7
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Coming in 2018,
That Thing Called GDPR

Politics aside for a moment, let us assume that for the foreseeable future 
the European Union (EU) will stay intact, along with many of its various 
regulatory bodies. And despite their generally shared cultural beliefs, North 
Americans and Europeans do place emphasis on certain things differently. 
For example, in North America, there are free speech protections that do not 
exist in Europe. In Europe, there is a significant emphasis placed on privacy. 
Therefore, it is not surprising that the EU is implementing sweeping changes 
to its data protection laws, changes that are going to require action on the 
part of US companies with operations or customers in the EU (and most 
likely also, in the UK).

You may be wondering why we are discussing this issue in this book. Simple 
reason: if you plan to do business with the EU, you may very well have to be 
GDPR compliant also. And if you are a director of a company doing business 
in the EU, let’s add the GDPR to your long list of oversight tasks. So let us help 
you figure out if you need to be GDPR compliant if you are outside the EU:

Are you processing personal data like credit card data or other personally 
identifiable data of your customers? If yes, keep on reading. If not, keep 
reading for entertainment purposes because you will feel sympathy for the 
poor soul responsible to make this happen.

Does the processing of personal data relate to the purchase of goods and 
services by EU citizens or does the processing monitor or track the behavior 
of EU citizens in any way? If yes, then GDPR will likely apply to you, whether 
you like that fact or not.



So What is GDPR?

The General Data Protection Regulation has been years in the making and 
has taken time to phase in. The short version of what the GDPR proposes to 
do: harmonize EU data privacy laws while protecting and empowering the 
data privacy rights of EU citizens. What does it mean in simple talk? Well, 
it shifts a great deal of power towards the consumer, meaning that the EU 
citizen will have the following individual rights:25 

• The right to be informed
• The right of access
• The right of rectification
• The right of erasure
• The right to restrict processing
• The right to data portability
• The right to object
• Rights related to automated decision making and profiling

All sounds pretty straight forward, at least in terms of purpose. Implementation, 
execution, and compliance though are where it can get tricky and before 
we start, here is a date you need to remember: May 28th, 2018. This date is 
important because that is when non-compliant organizations will face heavy 
fines. How heavy? Well, depending on your organization size you could be 
looking at €20 million or 4% of annual global turnover. And we make the 
following observation for those who think that severe fines will not be levied: 
the EU is not exactly swimming in cash these days and political realities 
suggest, ahem, if there is a way for the bureaucrats to extract some additional 
funds from the private sector, they will.

What Type of Organizations Are Required to Comply with GDPR?

Good question. We may as well go to official documentation for some 
examples.26  Examples of large-scale processing include:

• processing of patient data in the regular course of business by a 
hospital
• processing of travel data of individuals using a city’s public transport 
system (e.g. tracking via travel cards)
• processing of real time geo-location data of customers of an 
international fast food chain for statistical purposes by a processor 
specialised in providing these services
• processing of customer data in the regular course of business by an 
insurance company or a bank
• processing of personal data for behavioural advertising by a search 
engine
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• processing of data (content, traffic, location) by telephone or internet 
service providers

Examples that do not constitute large-scale processing include:

• processing of patient data by an individual physician
• processing of personal data relating to criminal convictions and 
offences by an individual lawyer

Basically, whether or not you are required to be compliant will come down to 
these factors:

1) Number of data subjects concerned
2) Volume of data
3) Duration or permanence of data processing activity
4) Geographic extent of the processing activity

That Was the Easy Part…Now You Need Money and Staff

Okay, first comment: as with all things regulatory, you need money. So, if you 
have yet to carve out a budget to get GDPR compliant, you may need to get 
into scramble mode right now, as May 2018 is fast approaching. This may 
not necessarily make you feel better, but you are probably not the only one 
procrastinating. As of July 2017, one study found that only 28 percent of EU 
businesses were GDPR ready.27 And here is the humorous part: the United 
Kingdom – remember, the country planning to leave the EU – is 40 percent 
ready!

We will start you off with the easiest line item expense and the one that 
should concern you most: a Data Protection Officer. How do you know if you 
are required to employ a DPO? Here is the answer:28  

Under the GDPR, it is mandatory for certain controllers and 
processors to designate a DPO. This will be the case for all public 
authorities and bodies (irrespective of what data they process), and 
for other organisations that - as a core activity - monitor individuals 
systematically and on a large scale, or that process special categories 
of personal data on a large scale.

And unsurprisingly the GDPR recommends a DPO on a voluntary basis if an 
organization is not specifically required to employ one.

The greatest challenge for the Board may be finding somebody bold enough 
to take on a DPO role. While comparisons have been made to a Chief 
Compliance Officer (CCO), the comparison is not exactly fair. A DPO will have 
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to be a “jack of all trades” and a “master of most of them” too. Therefore, in 
addition to all the compliance issues CCO would face, a DPO will also need 
to manage all those “heart attack” moments, including by not limited to: 
IT outages, cyberattacks, the handling, storage and protection of personally 
identifiable information, data leaks, legal compliance, business continuity, 
human factor challenges, and governance issues.

And in addition to all of that, the DPO is responsible for:29 educating the 
company and employees on compliance requirements, training staff in data 
processing, conduct audits and risk assessments and potential address issues 
proactively, act as the main point of contact between the organization and 
GDPR supervising authorities, monitor performance on data protection 
efforts, maintain comprehensive records including the purpose of data 
processing activities which must be made available to the public upon 
request, and interfacing with data subjects on how their data is being used 
while maintaining their individual GDPR rights. The requirement to leap over 
tall buildings in a single bound was not codified in the GDPR, but we are 
certain it was implied by virtue of the type of person envisioned for this job.    
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THE #CYBERAVENGERS PLAYBOOK TIP:
Staff and Support GDPR Appropriately or Else

Do not breathe too easy directors, because if you thought all the grief would 
be with the DPO, your ongoing headache is about to arrive. A DPO must:30

• Act “independently”
• Not take instructions from their employer
• Have expert knowledge of data protection law
• Be provided with sufficient resources
• Not be dismissed merely for performing their tasks
• Report directly to the “highest management level” 

If you are wondering why we started off with the DPO and not all the regulatory 
concerns and challenges you will face, such as mandatory breach notification 
within 72 hours, the need to conduct privacy impact assessments, or the 
ability to offer data portability to another data processor, perhaps you just 
got your answer. 

Simply put, if you do not have a good (okay, amazing) DPO in place to run 
point on a company’s data protection requirements and efforts, it is just a 
matter of time before you will run into some frustration. Now, there is a bit of 
leeway on DPO hiring. For example, a DPO does not need to be in-house full 
time. They can be contractor for example. Or if you have a group of companies, 
the DPO can act as the representative across the consortium. But be cautious 
of falling into the “penny wise, pound foolish” trap. Aside: based on current 
cybersecurity practices, we prefer “penny foolish, pound insane” as a more 
accurate representation of what is going on.

Saving a few bucks on a DPO may seem like a good idea in the short term, but 
faced with the prospect of near obscene fees for non-compliance, be smart. 
For example, failure to comply with DPO provisions could fetch you a fine a 
€10 million or 2% of annual global turnover.

Remember, competent people can be trained to learn regulations and 
compliance issues, even some of the technical measures. But if you focus your 
DPO search on people with technical expertise or professional certifications, 
you may end up with somebody that looks great on paper, but does little for 
you in time of need. 

Is a perfect DPO similar to a unicorn? Yes. Yet do not let that reality haunt 
you. You just need to find somebody who can walk, chew gum, jump 
through hula-hoops, be a transformational leader, be a people person, and 
understand technical problems all at once. And still be able do that while 
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walking on a tightrope over a pit of hungry regulators while dodging an active 
flamethrower aimed at the corporate treasury.

Wildcard Factor: Personal Data Management Can Turn Nightmarish Real 
Fast

There is one last part of the GDPR that we draw your attention to:31

Under Article 32 [of the GDPR], similarly to the Directive’s Article 17, 
controllers and processors are required to “implement appropriate 
technical and organizational measures” taking into account “the state 
of the art and the costs of implementation” and “the nature, scope, 
context, and purposes of the processing as well as the risk of varying 
likelihood and severity for the rights and freedoms of natural persons.  

This quote begs the question of “what are appropriate technical and 
organizational measures that can provide a sufficient guarantee of data 
security?” Clearly this is not a “one size fits all problem” and every company 
will be different. But the GDPR does provide some suggestions of what might 
be appropriate:32

• The pseudonymization and encryption of personal data.
• The ability to ensure the ongoing confidentiality, integrity, availability 
and resilience of processing systems and services.
• The ability to restore the availability and access to personal data in a 
timely manner in the event of a physical or technical incident.
• A process for regularly testing, assessing and evaluating the 
effectiveness of technical and organizational measures for ensuring 
the security of the processing. 

Though the other measures the GDPR suggests are helpful (like, e.g., the 
opaque reference to vulnerability and compromise assessments), one 
interesting animal is “the pseudonymization and encryption of personal data.” 
As technology changes and encryption in transit and in rest becomes more 
commonplace, we think it is wise that companies consider such advanced 
methods of data protection (including the concept of tokenization, which we 
should already be familiar with from other aspects of US regulation involving 
credit card numbers). Yes, even nascent solutions allow encryption for data 
in use exist, which would drown out historical objections to encryption. 
In sum, we think advanced data protection techniques like encryption, 
pseudonymization and tokenization have a great deal of merit. They should 
be explored.

There is far too much to cover in the GDPR in this chapter, but if there was 
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one thing that could suggest it would be this: take the time to find the right 
DPO because they will be reporting to you, which means you are next on 
the pecking order if something goes wrong. The right DPO needs to have a 
mixed bag of skills. Sort of like a superhuman governance sensei with a smile 
that maintains blood pressure levels through any situation that would make 
any cardiologist happy. Specific technical skills can be taught (and that is 
what your IT department is for anyways). If your DPO has spent most of their 
life in the world of IT or compliance, you may be getting the wrong person 
to lead you through the storm. The right person will be worth their weight in 
gold, times ten.

KEY TAKEAWAYS:
1) If GDPR applies to you, it is going to cost you money and resources.  
Accept it and do what you can to minimize that cost.

2) If you think the EU won’t be hounding companies that are in 
violation, you’re wrong.  EU needs money and what better way to get 
money from somebody if you can’t tax ‘em?  Fine ‘em!

3) Consumers just got a lot more power.  Expect them to use it should 
they have the opportunity because the EU has generally been pretty 
tough on personal privacy issues.

4) The right DPO could end up being Ironman for you.  The wrong 
DPO could end up being the anchor that sinks you.
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25  Overview of the General Data Protection Regulation (GDPR)
 https://ico.org.uk/for-organisations/data-protection-reform/overview-of-the-gdpr/
26  Guidelines on Data Protection Officers (‘DPOs’)
 http://ec.europa.eu/information_society/newsroom/image/document/2016-51/wp243_en_40855.pdf
27  Many companies unprepared for GDPR and risk big fines in 2018
 https://community.spiceworks.com/research/gdpr-impact-on-it
28 Ibid at 26.
29  What is a Data Protection Officer (DPO)? Learn About the New Role Required for GDPR Compliance
 https://digitalguardian.com/blog/what-data-protection-officer-dpo-learn-about-new-role-required- 
 gdpr-compliance
30 GDPR: who needs to hire a data protection officer?
 https://nakedsecurity.sophos.com/2017/07/04/gdpr-who-needs-to-hire-a-data-protection-officer/
31 Top 10 operational impacts of the GDPR: Part 1 – data security and breach notification,”
 https://iapp.org/news/a/top-10-operational-impacts-of-the-gdpr-part-1-data-security-and-breach- 
 notification/
32 Ibid.
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We have no illusions: by the time we put this book in print, it is already dated 
(something that the others do not always tell you).  This is why we want to 
keep you in a position where you can be agile and nimble.  That is really the 
point of any playbook, a resource that allows you to adapt to the game.  And if 
you master the basics (blocking, tackling, passing, catching, kicking) you can 
get fancy and cute when you need to, run the ground game when the time 
is right, and even put yourself in a position where your Hail Mary no-time-on-
the-clock play actually has a chance.  

So, here is the two-minute warning version of the #CyberAvengers Playbook:

Chapter 1: More regulations coming, consequences are real, monetary 
fi nes could be crippling, and poor governance will haunt you for a long 
time.

Chapter 2: Think risk management, measure your successes and 
diagnose your failures, identify your crown jewels, and protect them 
within an inch of your life.

Chapter 3: Don’t let IT run the table, insist you receive plain talk, dig 
in and get your hands dirty, cybersecurity is everyone’s problem and 
everyone’s responsibility.

Chapter 4: Don’t be scared, act fast, ask lots of questions, get real 
answers.

Chapter 5: Don’t delay fi xing your issues, #PatchIt, #BackItUp, avoid 
becoming easy roadkill, don’t pay the ransom.

Chapter 6: Learn to weather a storm, fi nd out what applies to you, 
practice makes perfect, and stay up-to-date with the latest threats.

Chapter 7:  GDPR is going to be costly, fi nd a spectacular DPO, privacy 
matters more than ever, and make sure your cyber defense solution 
allows you suffi cient time to make your breach notifi cation within 72 
hours (or else).

CONCLUSION
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1) Update and patch your networks, operating system and devices promptly. 
“Critical” is “critical” for a reason. Do it within 72 hours of release; if you can’t do 
it within 72 hours, do it as soon as you can, and make sure you add a reminder 
to your calendar or your team’s calendar to do so. And not just this time, every 
time! 

2) Train your employees on how to detect spear-phishing attempts and what 
best social media practices are. Quarterly training, when done well, can 
reduce the risk by up to 90 percent in most cases.

3) Use multifactor authentication. We have effectively reached the age of 
password uselessness due to our poor habits. Passwords slow down bad 
guys who do not know what they are doing. Biometric solutions are great, 
but proceed with caution if you go this route because you now have data 
management and privacy concerns that must be addressed.

4) Back up regularly (daily if feasible). Where possible, use the “1, 2, 3” backup 
rule: 1. a segmented backup on-site; 2. one off-site; and 3. one in the cloud. No 
need to pay the ransom if you have a clean backup ready to be uploaded to 
your system.

5) Be cautious with older systems. Yes, older systems can be repaired. 
However, the upfront capital cost is not always affordable. And there is the 
worrying issue of when support (patches) for these system stops. If these 
systems are past their “patch life” they become tempting targets for hackers.

6) Follow-on to the last point, sometimes the best answer is the cloud. Cloud 
service providers have state of the art hardware and software and cloud 
migrations have become easier, especially over the last two years. The cloud 
is not a savior—it comes with other issues, such as needing to learn what your 
obligations and responsibilities are, ensuring you have robust agreements 
with your vendors, and knowing what third-party sources will have access to 
your information.

7) Know how your intrusion detection and prevention system works. Is it 
signature-based? Perhaps it is behavioral-based? Maybe it is both? New 
cyber threats require new tools. This is where machine learning, cognitive 
computing, AI, automation, and orchestration all come into play (but only 

EASY-TO-DOS
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when done in tandem with all other techniques discussed here). Internet 
data traffic has reached the stage where humans aren’t able to do this on 
their own. 

8) Consider a Managed Service Provider (MSP) or a Managed Security 
Service Provider (MSSP). Cybersecurity is not everybody’s strength, but one 
ransomware attack could be crushing. There are options out there to help you. 
Sure, it costs money, but you are buying peace of mind. Do your homework 
and find the right solution for you.

9) Do you drive your car without insurance? Cyber insurance is not mandatory 
yet, but it may be in the future. Chances are if you are doing a lot of what is 
suggested here, premium payments will be at the lower end. At the very least, 
you’ll have greater peace of mind. 

Do all the above and we are confident you will survive the worst of most 
storms, at least for the next little while.  We are being honest with you.  It’s 
the only way if we genuinely want to protect you.  And if you’re unsure, just 
remember this: ask the #CyberAvengers.

83




	2017-the-cyber-avengers-playbook-1
	2017-the-cyber-avengers-playbook



